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    Every Defence Ministry in the developed world carries out what is known as Defence Planning. The Doctrine for the Use of the Armed Forces (PDC-01A), of 27 February 2018, describes this as the process of obtaining the necessary capabilities for achieving defence policy objectives and, especially, for defining, obtaining and maintaining an effective Armed Forces, sustainable over time and capable of facing the challenges of an uncertain and continually evolving strategic scenario.


    Therefore, Defence Planning constitutes a cyclical, unified, ordered, integral and flexible process. The objective of this process is to design Armed Forces with effective and sustainable capabilities based on a balance between of use, structure and financing. In Spain, this defence planning by capabilities was implemented in 2005, with the approval of Ministerial Order 37/2005, which was subsequently replaced by Ministerial Order 60/2015.


    In the past, the planning process had been based on the analysis of security threats, but the attacks of 11 September 2001 revealed the obsolescence of these methods. Uncertainty, inherent to globalization, and attacks such as 9/11, so difficult to predict, have all prompted the most developed countries, starting with the US, to change to a capability-based planning system.


    This document from the Spanish Institute for Strategic Studies (IEEE) collects the global geopolitical trends during the period covered between 2019-2040, and is the basis on which the Higher School of National Defence Studies (CCDC) has relied on in order to prepare the “2035 Operating Environment”. This conceptual package allows to inform decision making on the future design of the Joint Force, as a previous step to elaborate the Concept of Use of the Armed Forces (CEFAS in its Spanish initials).


    The planning process begins with the publication of the Concept of Use of the Armed Forces, which establishes the strategic framework, it’s possible evolution, the general military action scenarios and the method of deploying the Armed Forces.


    To determine the strategic framework and its operational environment, a prospective analysis is needed to determine how the world will change by 2040; a complicated task, if we bear in mind that our globalized world is characterized by an ever greater pace of change, in which disruptive events are increasingly common thanks mainly to technology and to non-State agents potentially becoming risks and threats which are multi-faceted, changing, difficult to assess and predict.
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    All this is an indication of how difficult it is to carry out a study of the strategic trends that may condition the operational environment in which defence systems designed today must act in the near or distant future.


    Moreover, Defence Planning must go further than simply the following of procedure. If mistakes are made, correcting them implies a cost that should have been avoided, with resources always scarce and difficult to increase when there are more pressing needs in the eyes of the public in times of peace, such as health or education.


    Therefore, the analysis of trends becomes a difficult, complex and at the same time demanding challenge, given its importance for adequate Defence Planning.
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    Methodology used


    The methodology used to analyze the most relevant trends that will affect the world in 2040 has taken into account not only what the world will be like at that time, but also how the different analyzed factors will evolve in the medium term, by 2030, and in the long term, by 2040.


    There is a great deal of documentation available that analyzes these future trends. Of note are the studies published by the European Union and NATO, and those carried out by neighbouring countries, such as the latest study published by the United Kingdom now in its fifth edition. Also the US National Intelligence Council has just published the sixth edition of its Global Trends. All these documents, which address the problem from different perspectives, deal with issues as diverse as energy, climate change, demographics, and so on.


    For this document, we needed our methodology to focus on satisfying the needs of Spain and, more specifically, Spain’s defence planning requirements. Our Armed Forces play a role in accordance with the interests and singularities of Spain, a medium power, whose geopolitical position is determined by its membership of NATO and the EU, but also by the fact that it is a Mediterranean country that provides a natural communication channel with the Maghreb and the Sahel. For all these reasons, we decided to take a geopolitical approach that, in addition to analyzing global trends, would focus especially on our regional environment and the national environment.


    We also needed to select the appropriate factors for analysis, those that are key in the geostrategic analysis of security in this part of the world. We chose the factors that are typically used in geopolitical analysis: The physical factor (climate change as a risk enhancer and the global commons); the human factor (demographics, gender inequality, religion and education); the economic factor (geoeconomics, resources and sustainable development); the socio-political factor (culture, beliefs and ideas, globalization and regionalization of the world, the evolution of geopolitical thinking and communication), and the military factor (technology, intelligence, conflict and Defence).


    The diagram on the following page shows the model used based on these premises.


    To analyze each trend, working groups were set up to carry out studies as part of the 2017 Annual Research Plan which, in some cases, have been published by the Spanish Institute for Strategic Studies: “The evolution of demography and its impact on national defence and security”, “Energy and geostrategy 2018”, “Peace, conflict and religion in the 21st century. A prospective vision”, “Climate change and its impact on defence”, “NATO: present and future”, “A global strategy of the European Union for troubled times”, “Global Security and Fundamental Rights”, “Geoeconomies of the 21st century”, “Water: source of conflict or cooperation?”, “Cybersecurity: public-private cooperation” and “Towards an aerospace security strategy”.


    The “Future Works” programme on the “panorama of geopolitical trends” was also created within the research documents published on the website. These documents, commissioned by the Institute to renowned authors, will remain available for consultation.


    At the same time, workshops have been held with experts in many different subjects on the study of future trends. Based on presentations from renowned speakers, both Spanish and foreign, talks were held with experts chosen from the different sectors of society related to the topic at hand who were brought together specifically to debate and finally to draft a document summarizing the conclusions.
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    These workshops covered topics such as terrorism, global and regional geopolitics, leadership, evolution of technology in the field of new materials, nanotechnology, robotics, cyberspace, and more.


    These studies were carried out following the exposed methodology, with an analysis of the evolution of each trend in the short, medium and long term and its impact at a global, regional and national level, leading to final conclusions on what the consequence would be for security. A methodology designed to achieve the objectives proposed in this edition and to be used as a way of working on a regular basis in the future.


    Bearing in mind that the methodology used during the analysis of trends already evaluated the impact on security at a global, regional and national level, a specific section related to the different geopolitical regions has not been considered necessary.
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    The global commons
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      	• Definition and relevance


      	


    


    Technological progress and climate change have been opening up physical and virtual spaces where State sovereignty is replaced by regulation based on agreements between States or by legal vacuums, where each actor attempts to exert influence based solely on personal interests of all kinds. These spaces are “global public goods” (also known as “global commons”).


    This creates a need to establish the applicable legal framework required to create regulationgovernance that prevents the pillaging, uncontrolled appropriation and misuse of these spaces and the resources they contain. This need appeals to the responsibility of the agents involvedpublic or privateas well as the degree of compliance and effectiveness of the agreed regulations.


    Therefore, Public International Law considers global public goods to be the “common heritage of humanity” (a legally complex concept). A more humanistic perspective considers global public goods to be those that are for all humanity to enjoy, such as biodiversity or the environment.


    A third approach is one that considers them physical or virtual spaces for the free traffic of goods, resources, goods, people and ideas; in other words, all oceanic spaces, airspace, outer space and cyberspace. Without completely ignoring the first two approaches, we will follow the latter, covering oceans and airspace, since outer space and cyberspace are treated as separate trends.


    The rise of emerging powers hungry for raw materials and eager to ensure access to them and regulate these areas for their own benefit, together with technological advances that make them more accessible to new State and non-State actors, will increasingly pose a risk to global stability and security.


    



    
      	• Evolution over time


      	


    


    The main concern will continue to be the safeguarding of free access to these areas for commercial and military purposes, and the regulation thereof to avoid indiscriminate use or one that is contrary to the interests of certain States. Added to this is the growing concern of a more humanistic nature spurred by global public opinion.


    


    “The boundaries of maritime zones will increasingly become a source of dispute between States”


    


    Thus, the transportation of goods by sea will remain very dependent on unrestricted access to so-called choke points. Slower speeds of passage at these points will continue to facilitate the actions of pirates and possible disruptions in the flow of trade, due to conflicts along their coasts. These zones are of high strategic importance, since they will continue to impose easements for trade and the deployment of naval forces.


    This will increasingly attract attention from State and non-State actors and will be a growing concern because of the negative effect on transport and, therefore, on the economy.


    This type of transport, due to its high rate of pollution, will require specific regulation, until now non-existent, which will also limit its transit areas. This will increase the cost of freight, affecting commercial and military maritime deployment.


    Likewise, boundaries of maritime zones will increasingly become a source of dispute between States. In the medium-term, we will see the progressive delimitation of the extended continental shelf, a task which almost every coastal State in the world has initiated. This will generate new disputes due to the existence of overlapping continental shelves.


    In addition, this will extend the sovereign rights of States whose claims over the continental shelf beyond 200 nautical miles are accepted, which in turn will have consequences on the management of the seabed and the resources it contains, progressively reducing the non-territorial sea area. Maritime search and rescue areas could become legal outposts in areas where, until now, there was no traffic that made them necessary.


    Moreover, large trade and military transit routes will open up in the Arctic, as a consequence of climate change, which will unite Europe and the Far East via a route that is 7,000 kilometres shorter than that of the Panama Canal.


    It will be a critical issue in the near future, involving questions of free passage, extraction of resources and environmental protection, in a particularly fragile area of increasing geostrategic interest.


    One of the most significant future trends that the seas will face is their progressive environmental degradation and the depletion of biodiversity. In the medium term, new trade uses for the sea will be developed on a large scale, especially in marine mining, which in turn will pose new legal and ethical challenges due to their possible environmental impact and will be a source of potential conflict.
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    Also, commercial fishing (with overfishing as a negative trend to consider) will continue to have an impact on the environment and will also be a source of potential conflict, so it will require more and more resources and measures for its regulation and control.


    There will also be a surge in the use of airspace as an expression of the military might of new powers seeking to challenge traditional Western dominance.


    


    “Large trade and military transit routes will open up in the Arctic”


    


    The vulnerability of commercial flights, which are easy targets for high impact terrorist attacks, will result in the adoption of increasingly sophisticated control measures undermining the freedom of citizens and commercial interests.


    The widespread use of drones, for private or public (civil and military) purposes, will pose important legal and ethical questions.


    


    “The widespread use of drones will pose important legal and ethical questions”


    


    Also from a legal point of view, the lack of definition between the limit of what is understood as airspace and what is considered outer space, a problem driven by new, more sophisticated and affordable technologies will require clearer regulation on the use of these devices.


    For its part, the use of artificial intelligence will be becoming increasingly widespread, improving the safety of air operations, gradually replacing human intervention and improving the speed and efficiency of flying, but making it more vulnerable to attacks by hackers.


    Increasing environmental awareness will force the commercial aviation sector to assume the costs derived from noise and environmental pollution, which in turn may cause an increase in air transport prices and reduce its flight zones.


    In short, in the long term, environmental concerns regarding the management of the global commons will be the result of growing pressure from public opinion, which will affect their use and profitability.
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      	• Impact on security


      	


    


    In a globalized and interconnected world, any restriction of access to common global goods will have increasingly significant consequences on the geopolitical balance, an aspect that new powers and non-State agents will try to exploit to their advantage and to the detriment of others.


    Therefore, the main concern will continue to be the safeguarding of free access to these spaces or goods, in the face of challenges from emerging non-Western powersespecially China and Russiaor even non-State agents, which will result in their progressive militarization.


    The rapid development of technology and of Anti Access/Area Denial or A2/AD systems, together with growing competition among powers, non-State agents and organizations, along with progressive militarization, will create a scenario where the probability of crises and confrontations will increase exponentially in the short and medium term. A trade war for access to global goods will be waged, within the framework of expanded World Trade Organization (WTO) rules and the network of free trade agreements.


    This system will face even greater pressure in the future due to protectionist policies, typical of developing States or emerging powers, such as Chinawhich lately the US also seems to be adoptingagainst those who advocate free trade, such as the European Union or Japan.


    Reducing the dependence on maritime transport will be a constant feature for nations that lack naval power or those who are in the process of building it, by developing alternative infrastructures.


    In this way they will attempt to avoid straits that are located close to areas of conflict which could restrict freedom of passage and through which a significant percentage of commercial traffic and raw materials flow.
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    “The main concern will continue to be the safeguarding of free access to these spaces or goods, in the face of challenges from emerging non-Western powers or even non-State agents”


    


    In this regard, China has started developing a vast plan (“One road, one belt”) which, reminiscent of the old “Silk Road”, seeks to increase its economic and cultural influence, avoiding the narrowing of maritime routes through a network of oil pipelines, gas pipelines and land and maritime communications infrastructures.


    This will allow it to prevent naval powers such as the United States from cutting off the flow of its supplies, collapsing its economy.


    The global security risks discussed above are particularly applicable to the EU.


    For its part, Russia’s progressive military deployment in the Arctic and the subsequent reaction of NATO will continue to drive rearmament in the region, increasing tension and the risk of unwanted escalation.


    On the other hand, the chances of disruption to shipping between the Baltic and the North Sea, with a very high commercial value, are minimal.


    However, the conflicts that plague the Fertile Crescent will continue to be a cause for concern, due to the negative effects that a destabilization of the area could have on traffic in the Suez Canal.
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    For countries in the Maghreb, the technology gap and lack of infrastructure will limit their access to global goods, though they will nevertheless suffer the consequences of the environmental deterioration of the sea and the atmosphere.


    This trend will be much more pronounced in the Sahel. However, both areas are likely to become platforms for launching attacks on the aforementioned goods.


    Our country, as a member of the EU, shares the risks derived from a restriction of its access to global goods. Also, Spain is an eminently maritime nation, which as a fishing power will be affected by the growing competition for access and extraction, as well as by the progressive restriction in the use of the seas for fishing purposes.


    Moreover, the volume and importance of traffic in the Strait of Gibraltar could make it the target of disruptive actions, with serious consequences.


    


    
      
        
      

      
        
          	
            


            “The main concern will continue to be the safeguarding of free access to these spaces or goods, in the face of challenges from emerging powers or even non-State agents, which will result in their progressive militarization and a higher risk to stability and security worldwide”
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        The space sector

      

    


    The space sector
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      	• Definition and relevance


      	


    


    Space technology has become a fundamental factor for developed societies and one of increasing importance for developing ones.


    Satellite technologies have penetrated the most diverse sectors, from communications, mobile positioning, navigation for vehicles of all kinds, meteorology, to the exploitation of natural resources, the synchronization of financial agent networks and electricity distribution. Any defects in this area would seriously affect the world economy.


    This situation will become more significant in the coming years, when space becomes a determining factor for human life on our planet, and even beyond it, with the rise of the following global trends:


    
      	1. The need to monitor climate change and its effects.


      	2. Population growth, which will increase the demand for ubiquitous broadband communications services.


      	3. Widespread access to technology, which will provide a growing number of new actors, governmental and private, with the means to access space for a variety of uses, some of them potentially illegal or dangerous.


      	4. The development of new technologies, space-related and others that will boost the demand for space applications: the internet of things, with almost 100 billion devices interconnected by 2040; autonomous logistics, using unmanned vehicles and drones, or the demand for mobility in future megacities, with the consequent increase of air and cyber traffic.


      	5. A reduction in the cost development, production and exploitation of space systems, including:


      	


    


    
      	• A reduction in the size, mass and consumption of on-board systems and sensors.


      	• The development of new materials.


      	• Advances in energy production and storage.


      	• Additive manufacturing technologies (3D and 4D printing).


      	• Advances in technologies for supporting human life in space, in artificial intelligence and in robotics, which will increase human capabilities in this environment.


      	


    


    
      	6. The competition to dominate space between the world’s major powers which, in addition to driving technological development, could lead to conflicts over territorial rights in space, the exploitation of extra-terrestrial resources or the use and occupation of areas of Earth’s orbit.


      	7. The influx of large amounts of private capital to the space sector, which will increase in the medium and long term, affecting the rules of the game.


      	


    


    
      	• Evolution over time


      	


    


    In the short term, the situation in the space sector will not evolve significantly; rather the trends of recent years will be consolidated.


    The miniaturization of systems will increase, with more and more CubeSat launches (or the like) with increasing capacity. The cost of space missions and satellite launches will gradually decrease, shortening the deployment times of mega-constellations (Galileo, Oneweb, etc.), which will mean a significant change in the production and operation of space systems.


    An increase in the amount of objects and debris in low orbits will increase the risk of collision between them, which could hinder launches into higher orbits. The world’s space powers will increase their manned flight programmes, leading the segment, and will develop autonomous vehicles to assist in the human exploration of other celestial bodies.


    In the medium term, smaller and cheaper space stations will be developed which together with a progressive reduction in the cost of launch technologies will enable the development of satellites with a shorter useful life which can be replaced in the event of failure or destruction.


    Moreover, progress in distributed computing and electronic miniaturization will allow swarms of satellites to be launched into orbit, reducing vulnerability.


    The world’s major powers will increase the size and use of space stations in orbit, led by the United States and China, re-launching the space race to other planets.


    The satellite telecommunications market will have shifted its focus towards constellations in LEO (low Earth orbit) and MEO (medium Earth orbit), although the GEO (geostationary orbit) market will continue to be relatively stable. The demand for television broadcasting, together with the arrival of ultra HD television, will require the replacement of the current capacity in orbit. In addition, advances in sensor technology and the need for GEO observation stations to monitor climate change may boost the demand for large stations destined for these orbits.


    Europe will gradually lose its leadership in the commercial space launch market to the United States, with China, and to a lesser extent India, penetrating that market.
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    Advances in propulsion will be the catalyst for a fledgling space tourism industry, which will increase the demand for safe access to space and present new vulnerabilities.


    In the long term the world’s major powers may establish a permanent presence in space and send manned missions to other planets, initiating the exploitation of their resources, although with a still very limited commercial capability.


    Ion drive and energy storage technologies will enable the major powers to have permanent stations in orbit for a multitude of uses, including military ones. Some of these will be by privately-owned for commercial purposes: suborbital flights for commercial and passenger supersonic transport, or the production of new materials under microgravity conditions.


    Technology and means will be developed for cleaning the congested LEO and MEO orbits using specialized spacecraft.


    


    “The world’s space powers will increase their manned flight programmes, leading the segment”


    


    Progress in the field of multispectral sensors will allow the world’s major powers and some private organizations to put satellites in geostationary orbit or in highly elliptical orbits for observation and remote sensing with very high resolution.


    Also, progress in the capacity to generate energy in orbit and to transmit it to Earth for its use will convert space stations, and perhaps other types of unmanned spacecraft, into platforms capable of directing attacks using high-energy weapons against other space assets or targets on land.


    



    
      	• Impact on security


      	


    


    Space systems will become critical infrastructures for economic and social development and, therefore, prized targets for States and terrorist and criminal organizations. They will also be vital for the armed forces and the security forces of more developed nations. The possibility of deploying weapons systems and the need to protect orbiting assets will lead to a growing militarization of space, despite the ambiguous restrictions of existing treaties and international principles and the new structures of international cooperation and governance that may be developed.


    


    “Space systems will become critical infrastructures for economic and social development and, therefore, prized targets for States and terrorist and criminal organizations”


    


    Also, the progressive democratization of technology will allow more nations and a significant number of private entities access to space, including criminal or terrorist organizations, which could equip themselves with independent and opaque communication and observation networks.


    The possibility of attacks aimed at destroying assets in orbit cannot be ruled out, although other approaches are more likely to be used, such as infiltrating control systems and supplanting the operators, cyberattacks or the electronic disabling of those systems.


    The proliferation of constellations of commercial and military satellites will considerably increase the risk of cyberattacks, which will drive the development of new technologies that prevent malicious access to these systems. Such attacks could be carried out by anyone with the means to launch them using electromagnetic pulses, most likely the major powers.


    
      

    


    [image: Imagen%2015.png]


    
      

    


    


    In the short and medium term, however, the security of future space systems will be primarily subject to risks resulting from an increase of space debris and space weather, which may cause the temporary or permanent disablement of devices in orbit, paralyzing systems crucial to defence or the economy.


    The saturation of LEO orbits may become intolerable. A collision, even accidental, could pose a severe threat to other objects in orbit and give rise to international conflicts of a global nature.


    The number of countries with spacecrafts will have almost doubled by 2040, but the technological capacity to develop them and put them into orbit will continue to be restricted to a limited number, including Spain. Europe will remain one of the space powers, albeit in decline.


    It is unlikely that North African countries, let alone those of the Sahel, will develop this type of capability or have the means to destroy objects in orbit, although some of them have acquired satellite observation capabilities and could become the headquarters of private organizations that could place these technologies at the disposal of these nations. The assets belonging to these countries will become more susceptible to cyberattacks.
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    The effects of climate change will require the growing use of satellite systems for the detection and monitoring of natural or man-made disasters, food crises and the administration of natural resources, especially water.


    Therefore, the development of multispectral observation and data processing technologies will play an important role in maintaining stability and security.


    The exponential increase in the use of autonomous systems will mean an increase in the demand for satellite communications and support that assist in the coordination of military operations, including that of unmanned and autonomous vehicles with other manned means.


    European countries, including Spain, will have this technology, which will have evolved to become more resilient.


    Current military satellites provide communications, observation and surveillance capabilities from space, but with less functionality than those of other commercial satellites, making their replacement or reinforcement to ensure the necessary capabilities a necessity.


    


    “The development of multispectral observation and data processing technologies will play an important role in maintaining stability and security”


    


    In the medium term, the monitoring of the effects of climate change will require more and more satellite information, largely provided by the Armed Forces. For the same reasons, these capabilities will be needed to cover North Africa and the Sahel, to anticipate threats to stability or security in these areas.


    A part of Spain’s future combat systems will be made up of unmanned vehicles communicated by satellite with other manned ones, so unrestricted access to these systems must be guaranteed.


    While international cooperation will be a key element for Spain’s space security, we must equip ourselves with advanced and independent means, including a combination of constellations in low orbit and others in GEO or MEO, in order to follow the development of events in geostrategic regions.


    Thus, international cooperation will be necessary to ensure our presence in space and protect us from the threats originating from there, while at the same time promoting and coordinating the initiatives of Spain’s private sector.


    


    
      
        
      

      
        
          	
            


            “The significant increase in the use of outer space will open up many possibilities which could benefit society, but which could also allow those with the right capabilities to attempt to deny its free use. It will also lead to the exponential growth of the space industry, which will become one of the drivers of the secondary sector of the world’s biggest economies”
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        Cyberspace: new conflict scenario

      

    


    Cyberspace: new conflict scenario
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      	• Definition and relevance


      	


    


    Cyberspace is an unlimited nonphysical world, where any person or thing can interact with the rest of the world and without restrictions. The three key pillars of the new cybernetic revolution coexist in it: cloud computing, big data (BD) and the internet of things. Cloud computing, known simply as the cloud, houses the large data centres in cyberspace. The BD technological ecosystem involves the analysis of the large volume of data in the cloud.


    Lastly, the internet of things is made up of objects (things) that can communicate with each other using contactless technologies.


    The world is controlled more and more by data that comes from multiple sources, sensors and devices that are analyzed with BD techniques supported by a new discipline, data science, and new professionals, data scientists. A new technological paradigm is taking shape, a model of computation in which the collection and processing of data is done at the sources where they are created (sensors and devices) for greater security and speed in the processes, which is being called “fog computing” or “fogging”.


    Emerging technologies allow governments to offer more efficient and effective public services, capable of creating greater added value and transforming the lives of people.


    Artificial Intelligence (AI) and the internet of things, in combination with BD, the cloud and cybersecurity will have a huge impact on citizen security, improvements in the environment and urban mobility.


    On the other hand, they will also lead to greater security challenges and dilemmas where real and digital environments are juxtaposed.


    



    
      	• Evolution over time

    


    In the short term, in addition to the three aforementioned technological pillars, so-called “blockchain” technology will develop further as a support for cryptocurrencies and for countless applications and sectors, given its high reliability and security in data transactions.


    


    “The world is controlled more and more by data that comes from multiple sources, sensors and devices”


    


    The strategic technological trends in cyberspace can be grouped into three main areas:


    
      	1. Artificial intelligence: Present in virtually every technology, it allows more dynamic, flexible and potentially autonomous systems.


      	2. Digital: Combining the virtual and real worlds.


      	3. Network: It groups together the expanding connections between people, businesses, devices, content and services to offer digital results.

    


    These will be complemented by the following trends:


    



    
      	• AI everywhere and as a foundation: BD, algorithms and data analysis, collaborative robots (cobots) and virtual robots (bots and chatbots).


      	• Intelligent applications and analysis that, by creating a new intermediate layer between people and systems, have the potential to transform the structure of the workplace and its very nature.


      	
        • Smart objects: These smart objects communicate with each other and make up the internet of things, such as autonomous vehicles, unmanned aircraft (drones), etc., along with future 5G network connections.
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      	• Digital twins (digital twins): Virtual digital representations of any real world entity or system.


      	• Conversational platforms:


      	• New interfaces between humans and machines, and between machines themselves.


      	• Immersive experience: Virtual reality and augmented reality in mixed and immersive experiences, configuring a mixed or merged reality.


      	• Continuous adaptive risk and trust: Consistent real-time risk management that guarantees rapid decision making to adapt to risk levels and offer immediate, flexible and tailor-made responses.


      	


    


    In addition, the technologies that may have the greatest potential impact on the cybernetic domain are deep learning and quantum computing.


    In the medium term, three megatrends have been predicted in the emergence of new technologies: “AI everywhere”, transparent immersive experiences and digital platforms.


    The “AI everywhere” will be the most disruptive technology. It is made up of an ecosystem of technologies supported fundamentally by artificial neural networks and deep learning, such as: applied artificial intelligence, deep learning, autonomous vehicles, cognitive computing, drones, conversational user interfaces, machine learning, intelligent robots, smart workplaces and quantum computing.


    In transparent immersive experiences, technologies will focus on human aspects where they will introduce transparency between people, businesses and things: critical technologies, 4D printing, augmented reality, virtual reality, brain-computer interface, connected home, connected humans, nanotube electronics and presentations volumetric.


    Digital platforms will be able to process and analyze large volumes of data in the ubiquitous ecosystems that will be generated. The key enabling technologies of these platforms will be: 5G (new mobile networks), digital twins, fog computing and blockchain.


    


    «Cybersecurity will become increasingly important»


    


    Internet of things platforms will encompass all the new technologies emerging from the three megatrends.


    In the long term, we will see the consolidation of 5G networks, machine-to-machine conversational user interfaces, smart robots, virtual assistants, home automation, cognitive computing, blockchain and augmented reality. Other technologies will also become prevalent such as smartdust, general artificial intelligence, 4D printing, quantum computing, autonomous vehicles and the brain-computer interface.


    



    
      	• Impact on security


      	


    


    All of the above posits a world full of risks: cyberattacks, data fraud and theft, which can be carried out from anywhere in the world and by sources that are difficult to identify, especially when the culprits are States. Cybersecurity will become increasingly important.


    The internet will be the medium that will drive the aforementioned risks, resulting in an increase in cyber exposure as a consequence of the growing technological dependence of States, organizations, companies and individuals. The internet will be influenced by six change vectors in the coming years: the interaction between the internet and the real world (with the consequent risk of an increasing number and intensity of cyberattacks), AI, cyber threats, the digital economy, networks, standards and interoperability and the role of governments and administrations.


    Although only one of these vectors is specifically related to cybersecurity, all the others will have a direct or indirect impact on it.


    


    “Cyberspace will be increasingly related to national security”


    


    This will lead to a need for ethical guidelines on AI, robotics and algorithm management, with strict privacy and data protection regulations at a global, regional and national level.


    Smart cities deserve special attention, since they will be a reflection of all the technological pillars and emerging technologies, intensely connected to each otherCyberspace will be increasingly related to national security, forcing the coexistence of two opposing forces On the one hand, the reactive nature of administrations in the face of cyber threats could drive the partitioning of the internet along State borders, which would prevent the system from fully functioning, hindering the exchange of data and free access to it, which in certain cases could violate human rights.
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    On the other hand, laws and regulations on data protection and consumer protection and liability will be increasingly necessary and will have a positive effect.


    The key to cybersecurity in Europe will be the strengthening of regional cooperation, especially between NATO and the European Union. In 2018, the European General Data Protection Regulation will come into force, which will affect all EU companies and citizens.


    It should also become the standard in bordering regions, such as the Maghreb and the Sahel, with less impact on the latter due to its less developed infrastructure and fewer cybernetic resources.


    
      

    


    [image: Imagen%2021%20-.jpg]


    
      

    


    


    It is precisely in the Sahel where the phenomenon of “digital displacement” will have the greatest impact, since with less resilient means and cybernetic infrastructures at the administrative, corporate and individual levels, these States will be largely excluded from this revolution, becoming easy targets of cyberattacks or the platforms from which to launch attacks.


    Our national cybersecurity will largely rely on national resources, regulations and institutions, which must be endowed with the necessary resilience, although reinforced by the regional organizations to which we belong, mainly NATO and the European Union, so membership of these organizations will become more and more important.


    


    “The key to cybersecurity in Europe will be the strengthening of regional cooperation”


    


    In any case, a national cybersecurity strategy which can constantly adapt will be essential.


    


    
      
        
      

      
        
          	
            


            “AI and the internet of things, in combination with BD, the cloud and cybersecurity, will require that security become a more significant factor in cyberspace”
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        Climate change,risk enhancer

      

    


    Climate change, risk enhancer
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      	• Definition and relevance


      	


    


    That global warming is a real phenomenon is undeniable. Many of the changes observed in recent decades have been unprecedented in the past millennia and affect natural and human systems on all continents and oceans.


    Although the change is global, its occurrence, character and implications are regional and even local.


    The risks of climate change depend partly on the accumulated emissions of greenhouse gases (GHG) and the window to act is closing very quickly: the limit of a 2°C maximum temperature increase above pre-industrial levels by the end of this century has already been reached.


    Developing countries, which contribute the least to global warming, suffer the most from its negative effects. The risks associated with climate change are complex due to their variety (droughts, floods, rising sea levels, adverse weather phenomena), their effects are global and local and they have implications in the short, medium and long term.


    The impact also affects people’s political, economic and social situation, by exacerbating existing inequalities and augmenting factors related to conflict and insecurity.


    


    “Developing countries, which contribute the least to global warming, suffer the most from its negative effects”


    


    
      	• Evolution over time


      	


    


    The temperature of the earth’s surface will continue to increase during the 21st century. It is expected that GHG emissions will increase between 37% and 52% by 2050, which will cause a rise in temperatures of between 1.7°C and 2.4°C. Heat waves will become more frequent and will last longer, and periods of extreme rainfall will be more intense and commonplace. The oceans will continue getting warmer and more acidic, and the global sea level will continue to rise.


    Climate projections point to an increase in the number of natural disasters in vulnerable regions which do not have the capacity to adapt, such as the Sahel and Western and Southeast Asia, which would drive some 720 million people into extreme poverty between 2010 and 2050.


    


    “Climate projections point to an increase in the number of natural disasters in vulnerable regions which do not have the capacity to adapt, such as the Sahel and Western and Southeast Asia”


    


    For each degree of temperature increase of the planet’s surface, around 7% of the world’s population will suffer a reduction of at least 20% of its renewable water resources.


    In 2025, about 1.8 billion people will live in regions experiencing absolute water scarcity, exacerbating intra- and inter-State tensions.
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    The extent and thickness of Arctic sea ice will continue to decrease rapidly, to the degree that by 2030 this mass of ice could disappear during the warmer months.


    In Europe, heatwaves will occur more frequently with harmful effects on the health and welfare of the population, decreasing labour productivity and resulting in economic losses.


    The risk of forest fires will increase in southern Europe, where water restrictions will be imposed due to low river and groundwater levels.


    The goal of decelerating warming will require significant reductions in CO2 and other GHG emissions over the next few decades and near zero emissions by the end of the century. This will require funds that not all will be willing or able to provide.


    The European Union target of cutting GHG emissions by 40% by 2030 will require a huge economic effort for sectors such as energy, residential and services, which must reduce their emissions by more than 90%.


    Emissions from international maritime transport are not included in the GHG reduction commitments, despite an estimated 86% growth for 2050.


    



    
      	• Impact on security


      	


    


    Global warming will aggravate problems such as poverty, food insecurity, environmental degradation and the fragility of States, as it will have a negative impact on food production, increasing prices and therefore increasing the population at risk of famine, especially in Southeast Asia and in the Sahel.


    The resulting social instability will facilitate the recruitment of young people by terrorist groups or organized crime networks, in a vicious circle of environmental degradation and violent conflict.


    The availability and quality of water will also be affected.


    Competition for water resources and pressure on existing governance structures will increase, exacerbating tensions between farmers and herders.


    Water and food shortages, increased poverty, coastal flooding which will increase the displaced population (particularly affecting delta areas), are some of the potential impacts that will affect security and stability, especially in fragile regions. The situation will be particularly worrying in small island states, which could eventually disappear, creating stateless populations.


    


    “The European Union target of cutting GHG emissions by 40% by 2030 will require a huge economic effort for sectors such as energy, residential and services”
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    UNHCR estimates that by 2050 there could be between 150 million and 1 billion displaced people as a result of climate change, although the most likely figure is around 200 million.


    The unsustainable overpopulation of megacities, as a consequence of these uncontrolled displacements of people affected by climate change, will create situations of overcrowding and congestion. This will result in more conflict, organized crime and pandemics in the short and medium term.
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    “Global warming will aggravate problems such as poverty, food insecurity, environmental degradation and the fragility of States”


    


    


    “By 2050 there could be between 150 million and 1 billion displaced people as a result of climate change”


    


    Disputes over maritime borders and the exploitation of oceanic resources will intensify, especially in the Arctic, where melting ice sheets will allow new trade routes and the exploitation of its natural resources, mainly oil and gas, constituting a potential source of conflict.


    


    “An increase in water stress will reduce crop productivity and affect food security, aggravating tensions between shepherds and farmers, which will cause intra- and cross-border conflicts”


    


    High air and sea temperatures will directly affect the operability of personnel, platforms and weapons systems. The acidification, salinity, density of the sea and the possible modification of marine currents could affect underwater acoustics.


    Climate change will also have an increasingly important effect on the health of the population. As a result of air pollution, there will be an increase in cases of vector-borne diseases such as malaria or dengue.


    Heat waves and water-related diseases, such as diarrhoea, will affect more people, increasing pressure on health systems.


    The Mediterranean is very vulnerable to the effects of droughts, especially the coastal countries of the south and east, where climate change will reduce the availability of water resources; according to the World Bank, this could lead to a reduction of 6% of the annual GDP of the MENA region (Middle East and North Africa).


    


    “The increasing frequency and severity of natural disasters will prompt society to demand the intervention of the State, which will affect the Armed Forces”


    


    In African regions prone to droughts, increased water stress will reduce crop productivity and affect food security, aggravating tensions between shepherds and farmers, which will cause intra- and cross-border conflicts, leading to a rise in violent extremism and organized crime.


    Itis estimated that by 2030 there will be a notable increase in the number of civil wars in sub-Saharan Africa.


    The rise in sea level will negatively affect the infrastructure and agricultural production of the Nile delta, where 25% of the population of Egypt is concentrated.


    The coastal cities of West Africa, such as Dakar, Lomé or Lagos, will suffer flooding, which will have a negative impact on regional GDP.


    Moreover, changes in the average amount and variability of rainfall and temperatures will produce changes in the incidence and geographical distribution of vector-borne diseases, with a significant impact on large cities.


    Adapting and increasing resilience in them will be great challenges, especially in Africa.


    In the Sahel, with a primarily rural population, an increase of 1°C would endanger economic and food security, creating situations of instability and forcing migrations.


    It is estimated that tens of millions of people will migrate to the Mediterranean area.


    This trend will be reinforced by the spread of pests that will compromise the food security of millions of people.


    In Europe, the number of people affected by natural disasters will grow and the sea level will increase in coastal areas, leading to significant economic losses.


    At a national level, an increase in temperatures and water shortages will result in more frequent and more intense forest fires. Similarly, sea encroachment in lagoons and salt marshes will require important economic resources to alleviate its effects.


    The increasing frequency and severity of natural disasters will prompt society to demand the intervention of the State, which will affect the Armed Forces.


    Likewise, there will be greater political and social pressure on the Armed Forces to strictly comply with environmental requirements, both nationally and in operational areas, which will require ever stricter regulations and may affect the running of operations.


    



    
      
        
      

      
        
          	
            


            “Over the next few decades, the impact of climate change may exacerbate existing inequalities and augment the factors related to conflict and insecurity at a global, regional and national level.


            “The goal of reducing warming to below 2°C will require significant reductions in CO2 and other greenhouse gas emissions over the next few decades and near zero emissions by the end of the century”
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    Demography
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      	• Definition and relevance


      	


    


    There is a strong correlation between the evolution of demographic indicators and security, since population trends indicate potential risks and new threats.


    Demographic factors will contribute to the emergence of new powers, which will erode the global leadership of the West and will constitute the new “polymorphic shape” of international relations.


    



    
      	• Evolution over time


      	


    


    The world population reached almost 7.405 billion in the middle of 2017, an increase of almost 1 billion people in the last 12 years, of which: 60% live in Asia (4.5 billion); 17% in Africa (1.3 billion); 10% in Europe (742 million); 8% in Latin America and the Caribbean (646 million), and the remaining 6% are distributed between North America (361 million) and Oceania (41 million).


    By 2030, the demographic decline of Europe will have begun, with a net loss of nine million inhabitants (0.5%), mainly in Eastern and Southern Europe (3 in Russia, 3 in Ukraine, 2 in Poland, 1 in Romania, Italy and Greece).


    In Asia, the most significant decline will affect Japan, which will lose six million inhabitants (5%).


    Most of the expected increase in world population will occur in just a few countries with a high fertility rate, although the global fertility rate is expected to fall from 2.5 children per woman to 2.2 by 2045-2050.


    In the medium term, Asia’s population will also start to fall, although more than half of the world’s population will still live on that continent. Africa will continue its unstoppable growth to constitute more than a quarter of the world’s population.


    By the end of 2050 it is estimated that six African countries (Angola, Burundi, Niger, Somalia, Tanzania and Zambia) will have tripled their population, with Africa doubling its current population as a whole.


    In the long term (2050-2100), 40% of people born in 2050 will be African, which will mean that Africa will have a population of between two and three billion people (90% in sub-Saharan Africa), constituting 26% of the world population.


    


    “By 2030, the demographic decline of Europe will have begun”


    


    Fifty percent of global growth will be concentrated in nine countries (India, Nigeria*, Democratic Republic of the Congo*, Pakistan*, USA, Ethiopia*, Tanzania*, Uganda* and Indonesia*), many of these (*) with a Muslim majority. In addition, the global fertility index is expected to fall to 2.0 by 2100.


    By the end of the century, the population of Africa (4.468 billion, a third of the world population) will be the same as Asia. Many of these, mostly developing, countries, are likely to triple in size (Angola, Burundi, Cameroon, CAR, Republic of the Congo, South Sudan, Palestine, Sudan, Togo and Zimbabwe), and some even quadruple in size (Ivory Coast, Democratic Republic of the Congo, Guinea, Guinea-Bissau, Iraq, Liberia, Madagascar, Malawi, Mali, Mozambique, Nigeria, Senegal, Somalia, Uganda, Tanzania and Zambia). Niger deserves a special mention since its population will increase tenfold by 2100.
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    In the Maghreb and Sahel regions, we find two completely different realities, with diverging demographic indicators. While the population of the Maghreb is about to plateau (current fertility rates range from 2.6 in Algeria to 2.15 in Tunisia), the population of the Sahel continues to grow at an exponential world-record rate.


    Until 2030, the population increase in the Maghreb will range from 11.3% in Tunisia to 18.6% in Algeria. One of the most striking and characteristic indicators of this region is that of age distribution, with an average of 44% of the population (except for Tunisia, with 39%) below the age of 25 in 2017.


    Although the population of the Maghreb will continue to grow in this period, in the second half of the century it will start to decline except in Algeria, which will continue to grow, but with a 50% lower fertility rate.


    The Maghreb will also experience growth in the population of over-sixties due to a decrease in infant mortality and the control of epidemics, with a life expectancy that will increase by an average of 6.5 years in the second half of the century.


    Currently, 60% of the inhabitants of the Sahel are under the age of twenty-five, a percentage that will decrease slightly to 57% in 2030, and continue falling to 50% in 2050. Even so, it will be the region with the highest percentage of young people in the world. As a result, the population of the Sahel of working age will be 2.5 times higher than that of Europe.
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    The growth trend in the countries of the Sahel will lead to an increase in the region’s population from 78.5 million today to 200 million by 2050, reaching almost 434 million by 2100, with Niger alone accounting for 200 million, compared to its current population of 20 million.


    


    “By the end of the century, the population of Africa (4.468 billion, a third of the world population) will be the same as Asia”


    


    The Sahel will also experience rapid aging (people over sixty), due to a decrease in infant mortality (decrease of between 50 and 80%) and the control of epidemics.


    Life expectancy will increase by an average of seven years (except Mauritania, by 4.9 years).


    For its part, the European Union (EU 28) has started its population decline, with fertility rates that indicate an average of 1.6 children per woman, which will lead to an expected loss of three million inhabitants by 2030 (-0.4%).


    


    “The population of the Sahel continues to grow at an exponential world-record rate”


    


    Althoughthe EU 28 rate will increase to almost 1.8 in 2050, it will remain below the 2.1 required for long-term population replacement, so the total population will continue to decline with a loss of 23 million by that year (3.1%). By 2050, it is estimated that the number of inhabitants will have decreased by between 24% and 30% in certain regions of Germany (Herford, Ennepe-Ruhr-Kreis), Poland (Katowice and Lódz), Latvia (Riga), Greece (Athens) and Portugal (Greater Porto).


    


    “The growth trend in the countries of the Sahel will lead to an increase in the region’s population from 78.5 million today to 200 million by 2050, reaching almost 434 million by 2100”


    


    In addition, Bulgaria, Croatia, Lithuania and Romania will see their population decrease by more than 15%. It is in this period that a more pronounced decline in the population is expected, which by 2100 would mean a loss of seventy-three million Europeans, that is, 8.8%.
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    As of 2030, Europe will be the oldest region in the world, with an average age of forty-five. In 2050, those over sixty-five years old will make up a third of the population, with a profound effect on the active population/passive population ratio.


    Thus, many countries will have to face growing fiscal and political pressures in the coming decades to sustain social welfare systems.


    In 2014, 72.5% of Europeans were living in urban areas. Up to 2050, the fastest population increases will occur in the capitals or their adjacent urban regions.


    



    
      	• Impact on security


      	


    


    Human capital will continue to be a supreme geopolitical enhancer, which will cause (as it is already doing) changes in the world order. This will undoubtedly affect stability and security, since emerging powers will demand a more pivotal and assertive role in defence of their interests.


    Population increases will not be accompanied by proportional economic growth, as they will mostly occur in disadvantaged countries, which will result in mass migrations that will need to be absorbed by regions whose population growth has stagnated or is in decline, with negative consequences for stability and security.


    In this sense, Africa will produce the so-called “African demographic tsunami”, which will need to be absorbed, in part, by Europe.


    In the Sahel-Maghreb region, the population explosion will cause a progressive proliferation of community conflicts associated with the struggle for land (crops or pastures) and resources among natives-migrants-foreigners, in competition to control rural spaces. Frequently, these conflicts will be disguised as ethnic and/or religious in nature. The growing mass of unemployed young men in the suburbs of large cities and rural areas will become a powder keg ready to explode at the hands of populists and nationalist and/or religious extremists, who could end up ousting leaders intent on clinging on to power indefinitely.


    Mass internal and cross-border migrations of people, together with the high fertility rates of certain ethnic and/or religious groups, will upset the social balance. This, together with a combination of social problems and weak governments, could generate internal disturbances, which might spread to neighbouring countries and even provoke inter-State conflicts. This imbalance will be transferred to the political arena, leading to today’s minorities becoming tomorrow’s majorities, forcing change which might not necessarily be positive.


    


    “As of 2030, Europe will be the oldest region in the world”


    


    High rates of unemployment among the young male population and a lack of education are a breeding ground for the chronic banditry that exists in many countries in the region, especially in the Sahel. This, together with the growth of Islamist extremism, presages an increase in terrorism and organized crime, which will evolve to adapt to the urban environment.


    Governancewill become progressively more difficult, given the high rate of population growth concentrated in the poorest countries and groups, hindering the actions of governments to eradicate poverty, reduce inequality, combat hunger and malnutrition and expand or update their basic social services systems.


    By 2040, 50% of the African population will live in urban areas. The megalopolises resulting from mass migrations and rapid population growth will become progressively ungovernable, exacerbated by their sprawling size which in some cases could reach up to 100 km in length.


    Growth, economic in the case of the Maghreb and demographic in the case of the Sahel, will encourage the region’s leaders to demand greater representation and influence in international and regional organizations, which may alter in part the balance in these bodies. Thus, the African Union will gradually gain prominence at the same time as its internal balance changes.


    


    “Human capital will continue to be a supreme geopolitical enhancer, which will cause (as it is already doing) changes in the world order”


    


    Moreover, the implantation and expansion of Wahhabism in the region could lead to an evolution from traditional Islam towards more radical doctrines.
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    “The megalopolises resulting from mass migrations and rapid population growth will become progressively ungovernable”


    


    Growing instability will force the European Union to intervene increasingly in the Maghreb and Sahel regions, especially in the latter, to combat all types of crises and strengthen weak or failed states, which should encourage increased regional coordination with other global and African organizations.


    


    “Terrorism and organized crime will evolve to adapt to the urban environment”


    


    Meanwhile, Europe will face an influx of mass migration, as a consequence of the “African demographic tsunami”, with an associated risk of urban agglomerations in cities or concentrations in depopulated regions divided by ethnic groups, languages or religions, creating so-called “Bantustans”. Assuming that Africa itself and the rest of the world could absorb 80% of the continent’s population growth, this would force Europe to receive more than 200 million immigrants over the next thirty years.


    A growth in the immigrant population in EU countries, with different customs, religions, languages and races, together with their possible concentration in urban ghettos or geographical areas, could fracture social cohesion, generating tension and conflicts.


    If this weakness is manipulated it could lead to far-reaching social confrontations, fed by the spiral of radicalization that marginalized social sectors would experience, especially among the Muslim immigrant population (which in Europe is estimated to reach 71 million by 2050, approximately 13%).


    


    “As a result of the ‘African demographic tsunami’,


    Europe will receive the mass influx of 200 million immigrants over the next thirty years”


    


    Spain will have to absorb its corresponding part of the “African tsunami”, which will require it to deploy effective policies for the integration of a population in constant growth during the next few decades.


    Growing instability in the Maghreb-Sahel region will oblige our Armed Forces and development support agencies to intervene increasingly in the region, to combat all kinds of crises and fight terrorism, organized crime and other threats that will undoubtedly arise.


    This will require coordination at the regional level.


    Likewise, border control may require greater involvement of the Armed Forces supporting other State agencies that perform that function.


    


    
      
        
      

      
        
          	
            


            “Population increases will not be accompanied by proportional economic growth, as they will mostly occur in disadvantaged countries, which will result in mass migrations that will need to be absorbed by regions whose population growth has stagnated or is in decline, with negative consequences for stability and security. Europe will have to face the challenge of the so-called ‘African tsunami’, an influx of about 200 million immigrants from that continent in the next 50 years”
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    Gender inequality
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      	• Definition and relevance


      	


    


    The gender perspective has proven to be an effective approach to security. Tasks such as intelligence, disarmament and demobilization, deradicalization, the protection of civilians or the construction of a lasting peace cannot be successful if 50% of the population is ignored.


    Gender equality is in itself a fundamental element of security, as recognized by the United Nations Sustainable Development Goals, whose goal number 5 states that “Gender equality is not only a fundamental human right, but a necessary foundation for a peaceful, prosperous and sustainable world”.


    In addition, Resolution 1325 of the UN Security Council from the year 2000, states that the civilian population, and especially women and children, are the target of violence in conflicts, and recognizes the need to strengthen their role in the construction of peace.


    Of particular relevance in this regard is Resolution 2242 from 2015, which calls for a greater participation of women as mediators in peace processes taking into account the impact of this type of participation and the strategies for their effective inclusion.


    This resolution, promoted by the United Kingdom and Spain, is a great step forward for the involvement of women in peace missions and negotiations, as it signals an increase in the effectiveness of disarmament, demobilization and reintegration processes.


    


    “Gender equality is in itself a fundamental element of security”


    


    Thus, in recent decades an international consensus has developed that understands gender equality as a fundamental value and as an operational imperative to increase effectiveness.
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      	• Evolution over time


      	


    


    In the short term, the Women, Peace and Security Agenda (WPS), which began in 2000, is limited as a legal framework for gender equality.


    Its approach has often limited its focus on short-term interventions in fragile, conflict and post-conflict States, and on sexual and gender-based violence in that context as the main insecurity affecting women.


    


    “Understanding gender equality as a fundamental value and as an operational imperative to increase effectiveness”


    


    The future of gender equality does not appear promising in the short term, given the current international political context. Reactions against values that were thought to be accepted, such as human rights or democracy, could mean a return to a narrower WPS agenda framework, restricting the inclusion of women to missions where they don’t challenge existing structures or systems in the regions in conflict, thus undermining the effectiveness of the aforementioned agenda.


    In the medium term, the progress made in broadening the WPS agenda will be reduced, as the role of women is seen as that of simply peacemakers, a view that is too narrow and will prevent the fullest use of their potential.


    By 2030 some progress will be made, with greater inclusion of these values in educational programmes which will have a positive influence on security although very unevenly across countries and regions.
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    In the long term, advances in gender equality will become generalized, increasing its positive effect on development and security, but without achieving a complete gender balance in any region.


    According to the World Economic Forum, at the current rate, the world would need another 118 years to completely close the economic gender gap (with all the implications this has on access to health, education and political participation).


    



    
      	• Implications for security


      	


    


    While it is likely that women’s autonomy will gradually increase in most regions, gender inequality will remain one of the main factors exacerbating poverty and insecurity.


    Regions with strong patriarchal systems will suffer to a greater extent from their government’s incapacity and, therefore, will become more unstable and insecure.


    The role of women and their rights will be further restricted, in a vicious circle.


    A moderate increase in the empowerment of Muslim women is expected thanks to an increase in social media use, which will also lead to the radicalization of some, although to a much lesser extent.


    


    “Seeing the role of women as that of simply peacemakers is a view that is too narrow and will prevent the fullest use of their potential”


    


    The number of women in combat roles in the armed forces will increase as will their role in insurgent groups, organized crime and terrorism.


    Sexual violence will continue to be a feature of armed conflict, but international pressure against these practices will grow.


    European countries occupy the top positions in terms of gender equality the UNDP’s gender inequality index. This is not the case of North African countries: Algeria 83, Tunisia 97, Libya 102, Morocco 123 and Mauritania 157.
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    The Sahel countries are in even lower positions: Senegal 162, Mali 175, Niger 187 and Chad 186.


    Therefore in Europe, women are expected to have greater opportunities and autonomy, although they will not achieve parity with their male counterparts in security and defence environments.


    In the Maghreb the starting point is more favourable than in the Sahel, especially in terms of access to education, which will eventually bear fruit in the coming decades, except in rural areas.


    Moroccan women have made great strides in recent years and this trend is expected to continue.


    


    “At the current rate, the world would need another 118 years to completely close the economic gender gap”


    


    Algerian women have a longer way to go and Tunisian women are conditioned by the instability of their country.


    The situation in Mauritania is even more difficult, since its starting point is more adverse.


    Women and young people, who represent the vast majority of the population in the Sahel, are excluded from decision-making processes.


    In this region, with the highest levels of gender inequality in the world, the exclusion of women is political, economic and social, creating a barrier to lasting stability.
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    For these reasons, progress in equality in this fragile region of the planet will be tentative and slow, not only because its starting point is very low, but because the context of insecurity and especially the rise of Islamist radicalism will prevent further progress.


    


    “The number of women in combat roles in the armed forces will increase as will their role in insurgent groups, organized crime and terrorism”


    


    Spain, ranked 27th in the aforementioned Gender Inequality Index, has more women in its Armed Forces and in the security forces of the State than the European Union and NATO average, occupying high risk roles alongside their male colleagues.


    Progress in gender equality will follow the European trend, with the presence of women progressively increasing in all areas, and the consequently positive effect on stability, economic progress and security.


    


    
      
        
      

      
        
          	
            


            “While it is likely that women’s autonomy will gradually increase in most regions, gender inequality will remain one of the main factors exacerbating poverty and insecurity”
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    Religion: a differential element


    
      

    


    [image: Imagen%2044%20.jpg]


    
      

    


    


    
      	• Definition and relevance


      	


    


    Despite what might be believed in the West (especially in Western Europe), the influence of religion, or at least religious identity, is growing in the public and private life of citizens.


    In fact, according to data from the World Values Survey, the world’s religious population has grown by 15% in the last century. Young people tend to be more religious, except in Western Europe, Japan, Australia and the Southern Cone (Uruguay, Chile and Argentina).


    Religion, or at least its radical interpretations, increasingly conditions decision making in political systems and the stance of political and social organizations.


    At a social level, religion is an element of identity and particularity of peoples, of their history, and therefore of their memory and solidarity. This identification restricts the group at the same time and turns religion into a tool of differentiation with others, a factor of otherness that defines a border, at least an ideological one, and that can lead to the creation of communities based on excluding and non-negotiable principles. However, this perspective is incomplete, since it ignores the integrating potential of interreligious dialogue and the ecumenical nature of the major religions.


    


    “At a social level, religion is an element of identity and particularity of peoples, of their history, and therefore of their memory and solidarity”


    


    The phenomenon of religion combines apparently contradictory elements; on the one hand, it has adapted to globalization - the dominant framework of industry, science, the rule of egalitarian laws - but, on the other hand, it represents regional differences, even conflicting ones. Religions advocate peace, but they also use violence: they support understanding and uprising at the same time. Diverse and multifunctional religions manifest themselves in a myriad of experiences and spheres and will foreseeably continue to be used as an excuse for conflict.


    The world will continue to be crisscrossed by various religious fault lines: the one that separates, in the Near East, Africa and Asia, the Muslim world from the Christian world; the one that divides Islam and Hinduism in the Indian subcontinent, and the one that exists within Islam between Sunnis and Shiites.


    However, the geographical boundaries of these fault lines will progressively fade, due to migratory flows and demography.


    To these divisions we must add the rise of Protestant sects in Latin America and the strengthening in sub-Saharan Africa of traditional beliefs, made up of a multitude of individual religions that clash with the expansion of new ones, such as Christian Pentecostalism or Muslim Salafism.


    All these different religious cultures are a source of potential conflict in the future or, at least, means of legitimating power groups.


    As Professor Díez de Velasco points out, there are three types of conflicts with religious implications:


    



    
      	• Conflicts arising due to the expanding geographic boundaries of the major religions, especially Islam, that manifests itself through nationalisms.


      	• Conflicts generated by the rejection of the effects of globalization, with fundamentalisms as the clearest example.


      	• Conflicts that arise as a consequence of religious pluralism.


      	


    


    Of the three types, we will look especially at the second and third, which are the ones that are most likely to affect us.


    Fundamentalism is characterized by a literal interpretation of sacred texts, without taking into account the historical, ideological and even theological context from which they emerged.


    Fundamentalisms become weapons of political action when their advocates aim to achieve power and impose their views on the entire nation.


    In the case of Islam, these groups continue to support the jihadunderstood, in the best case scenario, as the expansion of the Islamic faithas a legitimizing discourse for their politics or interests, framing every action within a religious context that gives them authority.


    The conflicts of the third type, those derived from the coexistence of multiple religions, arise as a result of the difficulty in managing diversity, the always complicated relations between religious majorities and minorities and the change and process of adaptation of societies from religious homogeneity to pluralism.


    


    “The world will continue to be crisscrossed by various religious fault lines: the one that separates, in the Near East, Africa and Asia, the Muslim world from the Christian world; the one that divides Islam and Hinduism in the Indian subcontinent, and the one that exists within Islam between Sunnis and Shiites”


    


    
      	• Evolution over time


      	


    


    The steady increase of emigration will entail a significant presence of minorities within cultural and geographical contexts in which the majority of citizens are of another religious tradition or culture.


    are many forms of exclusion based on religious and/or ethnic identity, from negation of the other (Saudi Arabia prohibits in its territory any religious practice other than Islam) to marginalization (the ghettos in Northern Ireland).


    Intransigent positions regarding religious identity, both within the host society and within immigrant populations, could lead to cultural and religious ghettos, which would create a deeply fragmented social model.
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    “Demographics is the main factor that drives the growth or decline of religions”


    


    By 2030 the proportion of the world’s population who profess to be religious is expected to be 85.2%. There has been a decline in the number of atheists since the fall of the Berlin Wall and a significant rise in orthodox Christianity. Atheism as a policy objective is therefore just a memory, although its impact is not entirely negligible, especially in the Western world, where the number of non-believers exceeds that of Hindus and approaches that of Catholics.
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    The largest religion in the world is Christianity, with 2.1683 billion followers, of which 1.2 billion are Catholics.


    It is followed by Islam, with 1.6 billion followers; Hinduism, with 1.0322 billion; Buddhism, with 500 million, and Chinese syncretism, whose number is difficult to calculate, although it probably ranges between 400 and 880 million followers.


    Judaism, for its part, has 14 million followers. These five religions together encompass 95% of the world’s believers. Among Christians, a rise in the number of Protestant sects in America and Africa is expected.


    Although still a majority, Christianity lost 40.4% of affiliates in Europe between 1910 and 2010 and by 2050 there will be almost 100 million fewer Christians in that continent.


    This decrease is offset by the boom experienced in Africa and Latin America (22.2% in the former and 14.7% in Ibero-America, in the same period). Therefore Christianity will be the largest religion in the world until 2100, at which point it is likely to be surpassed by Islam by one percentage point (34.9%), if current demographic trends continue.Demographics is the main factor that drives the growth or decline of religions.


    The majority of Muslims are concentrated in the Asia-Pacific region, where today there are 980 million and it is expected that by 2040 the number will reach 1.3 billion, overtaking Hindus, currently the largest religion in Asia, despite the fact that population growth among Hindus and Sikhs is also strong. By contrast, the growth of Orthodox Christianity and that of Buddhism is slower, for the same reasons.


    The growth and expansion of new orthodoxies will continue: Evangelical Protestantism in the US, Hindutva in India, Salafism and Wahhabism in the Middle East, Pentecostalism in Africa and Latin America. This proliferation indicates that the current resurgence of faith is less a return to religious orthodoxy than an explosion of new doctrines.
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    A common denominator of these new movements will be the deployment of organizations with political potential.


    


    “Religious freedom and the secularity of the State prevailing in Europe will allow the model of religious pluralism to flourish, to the benefit of social cohesion”


    


    Although terrorist actions will still be capable of causing an impact, they will occur less frequently on a global scale, since the current trend among religions is to deactivate their violent components, though the political influence they will exert in some countries should not be underestimated.


    In any case, the main concern will be the use of religious identities to generate conflict and fragmentation, enhanced by the media, and Information and Communications Technology (ICT), which are uncontrollable and immediate.


    On the other hand, the current trend of interreligious dialogue among the three monotheistic religions (Christianity, Judaism and Islam), is expected to intensify; dialogue in which atheists do not participate significantly.


    


    “The current trend among religions is to deactivate their violent components, though the political influence they will exert in some countries should not be underestimated”


    


    Nor is there effective dialogue between the other religions which have millions of followers.


    



    
      	• Impact on security


      	


    


    The specific influence of religions will grow in the future, except in the West, where secularism may take on a pseudo-religious form in its quest to replace them. Thus, both worldviews will coexist, the secular and the ecclesiastical. Religions will continue to be an important element of identity, as is the case in Russia with orthodox Christianity or in China where the State has displaced any religion whose centre of power is not in the country.


    Religion is also capable of promoting fanaticism and xenophobia, which transcends borders, with a potentially negative impact on stability and intra- and extra-State security.


    For its part, a model of religious pluralism will consolidate itself in the West, respecting differences and trying to avoid the excluding aspect of religious identity.


    In this way, religious observance would become purely an individual matter, with a diminished public dimension. Religious pluralism will influence international legislation.


    Religious freedom and the secularity of the State prevailing in Europe will allow the model of religious pluralism to flourish, to the benefit of social cohesion.


    Migratory flows will tend to increase religious diversity and multiply the impact of the model, by modifying and adapting religions to host countries.


    In Europe, the Muslim population will continue to grow and by 2050 it will make up 13% of the population, depending on the demographic dynamics and future levels of migration. The countries with the largest immigrant population will be France, the United Kingdom and Germany.


    To ensure coexistence, a common set of values must be developed that respect cultural and religious diversity, and provide a global framework for the defence of human rights, regardless of cultural particularities.


    In Europe, therefore, religion will not generate conflicts, but it will continue to be used as an ideological vehicle by extremist elements or groups, or as a pretext for confrontation between communities, especially those with the greatest number of immigrants.
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    Policies aimed at the Islamic world will need to focus more and more not just on economic, technical, financial and even political cooperation, but also on a deep and fundamental cultural approach towards immigrants, ensuring integration while prohibiting illegal identity behaviours.


    Disaffection with religion continues to grow in Spain, in line with the European trend, especially among young people, leading to a decline in the religious population.


    At the same time, other faiths are growing, due to the influence of immigrants.


    However, that same immigration has contributed to an increase in ideological and religious pluralism which ensures that faith will not be a cause of conflict. On the other hand, religious affiliation can be a cause of xenophobia or an element that hinders integration, particularly in the case of Muslims. The latter, encouraged by Islamist fundamentalism, will lead to the radicalization of certain elements and groups, possibly in cooperation with others abroad. In any case, the demonization of Islam must be avoided, since it would have a negative impact on the integration of that group.


    


    
      
        
      

      
        
          	
            


            “Religion has returnedwith the exception of Europeand, together with new doctrines, increasingly affects political and social alignment, through advances in interreligious dialogue and radical interpretations that in some cases use religion to try legitimize power. Christianity is the largest religion in the world (2.1683 billion) and it will continue as such until 2100 when Islam (1.6 billion currently) surpasses it slightly”
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      	• Definition and relevance


      	


    


    Education is an essential asset for the development of nations, since it promotes economic growth and, therefore, social cohesion. In addition, it positively affects the quality of life of people: it improves health indexes, contributes to equality between men and women and to the development of autonomous and free-thinking citizens.


    All this increases the security and stability of States and some indicators affirm that the number of years of schooling, the quality, effectiveness and equity of the educational system have a direct impact on levels of corruption, freedom of expression and peace.


    The benefits of worldwide education and better learning outcomes affect the global order. Limiting learning gaps reduces inequality in adult life and the seed of social conflict.


    However, in the same way, classrooms can become spaces for dangerously spreading exclusive, intolerant and radical discourses, hence the importance of not allowing them to be used for the indoctrination of ideologies or beliefs which contravene peace and international legality.


    The following aspects will be crucial in the future of education: advances in technology and mobile devices; demographics; sociological changes; and economic trends, given their impact on national education systems and changes in the world of work.


    



    
      	• Evolution over time


      	


    


    Therise of technology (computers, mobile devices, internet and social media) is changing the teaching and learning model, the role of the teacher, the curriculum and the school as an institution. The pace of technological change and its widespread use will lead to an educational model very different to the one inherited from industrial society centred on national systems and learning within compartmentalized classrooms.


    Mobile devices are providing new ways of accessing knowledge and learning, and it is precisely younger population segments that are the primary users of these types of services.


    


    “The pace of technological change and its widespread use will lead to an educational model very different to the one inherited from industrial society”


    


    Africa and Latin America show the most significant growth in the use of mobile phones for learning (known as “m-learning”).


    The traditional function of the school as a transmitter of knowledge will evolve towards one where technology will be the key in teaching how to learn.


    Teachers must prepare students for an uncertain job market, which will require the use of as yet undeveloped technologies which will be essential for resolving new problems.


    Education will continue to require more investment in information and communications technology (ICT). A radical transformation of education and training will be needed to address the new capabilities and competencies of a globalized world.
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    The quality of learning will become so important that low-quality training will be almost equivalent to having no education. The digital divide between those who know how to use technology actively, creatively and critically and those who use it passively and unthinkingly will reinforce existing educational inequalities.


    The incorporation of the poorest countries into the digital environment will grow, which will lessen educational inequalities. The proliferation of mobile devices and improvements in battery life (smaller, cheaper and faster batteries) could eliminate geographical and economic barriers, favouring developing countries.


    The challenge to improve educational quality will increase and even if poor countries extend primary education, if it is not meaningful learning which is focused on the future, inequality between developed and underdeveloped countries could increase.


    Thus, training and motivating good teachers will be a key element of educational improvement.


    In an increasingly multicultural school system, the rise in mobile device use will increase the risk of young people being manipulated and radicalized. Therefore, values of responsibility, citizenship and democracy must be included in compulsory education, and students will need to be educated on how to critically use the mass of information they will have available to them.
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    Young graduates will compete globally with those from emerging nations and new technologies will lead to the reduction of employees with little or no training, with the consequent social risk of exclusion.


    


    “A radical transformation of education and training will be needed to address the new capabilities and competencies of a globalized world“


    


    Therefore, and given the complexity of the economic processes of today’s society, it will become increasingly necessary to reassess the connection between economics and education, to avoid the underemployment of trained young people and its consequent negative effects: social frustration and vocational crisis.


    Advances in neuroscience could improve knowledge of cognitive processes contributing to much more individualized learning.


    Traditional educational institutions will be progressively replaced by internet-based learning, where the teacher will act as a mediator between students, technology and knowledge, especially when lifelong learning becomes more extended. Workers must update their knowledge during their working life to adapt to constant technological development.


    Non-formal and distance learning will be more prevalent in developed countries, in an increasingly competitive and globalized job market.


    In those societies that are more unequal and more resistant to innovation, the pay gap may increase. The keys to facilitating change will be universal access to technology and the right education to accompany this change.


    


    “The keys to facilitating change will be universal access to technology and the right education to accompany this change”


    


    
      	• Impact on security


      	


    


    The combination of increased migration, better and cheaper access to technology and social media, educational and academic inequality, underemployment of graduates and strong competition in the job market poses a scenario prone to social conflicts.


    Similarly, a hyper-technified education that is excessively focused on preparing students for the world of work may lead to people lacking an all-round education.
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    Therefore, technical education should be combined with training on global awareness, skills for learning and innovating and the correct use of information.


    In European Union countries, the extension of tertiary education and investment in technology at all educational levels bodes well for the future.


    But if this extension does not correspond to satisfactory employment objectives, it may cause social frustration, which would facilitate the manipulation of marginalized sectors of the population.


    Education in the Maghreb is continuously improving, despite the fact that inequalities still persist and that it is not universally extended. However, the educational prospects of young people in the Sahel will probably not reach European levels in the short and medium term.


    Therefore, if the migration trend continues, European classrooms will receive a large number of young people less academically qualified, but with access to technology and social media, which could have an implication on security, in addition to creating an internal imbalance in European schools.


    


    “In the countries of the Southern Mediterranean and the Sahel radical indoctrination in religious schools must be neutralized”


    



    If access to quality education for all citizens is not guaranteed in these regions, there is a danger that some sectors of the population will resort to other alternatives, such as Koranic schools. Therefore, in the countries of the Southern Mediterranean and the Sahel radical indoctrination in religious schools must be neutralized.


    Although Spain follows the educational guidelines of the European Union, it will be affected by what happens on the other side of the Mediterranean. Some of the risks associated with an increase in inequality, both in educational quality and in the digital divide, between European Union countries and those of the Sahel, could be imported into Spain not only with first generation migrants, but also with those already born in our country.


    This radicalization could also occur in the classroom.


    


    
      
        
      

      
        
          	
            


            “A quality education must include teaching how to critically use information”
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      	• Definition and relevance


      	


    


    Natural resourcesexcluding energy resourcesinclude vital resources (water, arable land, food etc.) and mineral resources (mainly metals, industrial minerals and rare-earth elements).


    Access to global resources has been a constant concern in the security policy of powerful nations. The exponential growth of China and other Asian powers has meant that guaranteeing access to vital raw materials is a crucial security issue, given the growing demand for vital resources (water and arable land), as well as rare-earth elements and other industrial minerals and metals.


    This presents a future picture of geo-strategic competition for resources and uncertain food security, with potentially serious consequences for stability and security.


    



    
      	• Evolution over time


      	


    


    In the short term, the growth in demand for metals is expected to remain relatively high, at current levels.


    Population growth in areas such as the Sahel, the Nile Valley or the Middle East, greater urbanization in areas of water stress and the growth of the middle classes in China, India and Southeast Asia will increase the need for vital resources and raw materials, placing greater pressure on the environment.


    All the indicators related to the exploitation of water suggest that conflicts at the micro or medium level will proliferate. However, conflicts between countries of more than one hundred million people are unlikely.


    The negative effects of climate change on water resources, with a narrowing of the African equatorial belt, will affect the countries of this region.


    In relation to food, cereals will continue to be the main source of consumption, although the exponential increase of the middle classes around the world has led to a change in eating habits, with an increase in the consumption of animal proteins.


    In more developed countries, the consumption of these proteins will decrease in favour of vegetables, but will not compensate for the aforementioned increase, which will peak in countries such as China.


    


    “The exponential growth of China and other Asian powers has meant that guaranteeing access to vital raw materials is a crucial security issue”


    


    The demand for fresh fish will continue to increase, leading to a higher percentage of fish coming from fish farms, easily exceeding 50%.


    Demand for the most important metals, which will grow between 40 and 50% compared to 2010, will be led by China, which will need to import half of what it consumes, so there will continue to be a deficit of rare-earth elements.


    Copper will represent one of the biggest challenges, since the gap between demand and production will exceed 30% in the best case scenario. There may be a surplus in the zinc market, while the nickel market might be able to satisfy demand with only a small deficit. For its part, aluminium will be affected by the cost of the energy necessary for its production.
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    In the medium term, limited agricultural production, together with the exponential growth of crop demand (which will reach 2.7 billion tonnes compared to 1.9 in the nineties), will push prices up by 70 to 90% compared to 2010. This trend would be negatively affected by severe climate change.


    The annual growth rate of food production will range between 1.3 and 1.5% until 2030, but average stocks will hover at crisis levels due to the growth in demand.


    Aquaculture, which will continue to expand, will contribute more than 60% of consumption, with greater Chinese presence in the world’s fish markets.


    The consumption of metals in emerging economies will accelerate to cover infrastructure and construction needs. Therefore an increase in demand for steel (90% compared to 2010), copper (80%) and, to a lesser extent, aluminium, nickel, and zinc is forecast. Copper production will satisfy only 50% of demand, making it a strategic metal. Likewise, there will be a bottleneck in the supply of certain rare-earth elements and special metals to meet the demand of new technologies. These technologies might, in turn, reduce the rate of price increases, especially with improvements in recycling and extraction and transport techniques.


    The supply of precious metals and rare-earth elements will be a growing concern, especially in advanced economies, as they are essential for high-tech applications, including energy and weapons systems. But the demand for precious metals will still be small, so the volume of their reserves or the depletion of deposits will be less significant, although some such as tellurium or rhenium are geologically rare.


    Although the growth rate of demand for agricultural products should diminish, environmental factors could have adverse effects. There will be shortages of water and land in many parts of the world due to growing populations, urbanization and industrial development.


    The structural change in diets will continue, with a reduction in the relative importance of staple foods such as root vegetables and cereals in the direct consumption of food, in favour of livestock products, vegetable oils, fruits and vegetables.


    Self-sufficiency in cereals will continue to be low in regions such as the Middle East and North Africa, which will continue to depend on imports, while Latin America and the Caribbean could become self-sufficient, perhaps even with a surplus production. The progressive melting of the permafrost in periglacial regions, leading to an eventual increase in arable land, could have a positive effect but it will not be sufficient.
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    “All the indicators related to the exploitation of water suggest that conflicts at the micro or medium level will proliferate”


    


    Recycling will play an increasingly important role, especially of scarce metals, such as copper. The growth of steel demand will decrease along with that of construction in emerging economies.


    The long-term outlook for rare-earth elements will depend on the demand for emerging technologies, whose spread and usage rates forecast an increase in demand.


    



    
      	• Implications for security


      	


    


    Competition for resources, which will increase due to population growth, rapid urbanization and climate change, will cause new tensions, risks and uncertainties in international relations. At a global level, the risk of shortages of natural resources will increase, with the consequent impact on stability and security.


    


    “Recycling will play an increasingly important role”


    


    Conflicts at the micro or medium level due to the use of water will increase both in frequency and intensity, and conflicts between States should not be ruled out.
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    The scarcity of materials used for technology could be mitigated by the development of technological alternatives, in turn alleviating the pressure of demand and subsequent competition.


    The melting of the Arctic ice could generate new tensions due to the exploitation of its natural and mineral resources, hitherto inaccessible.


    Europe’s need for certain raw materials that it lacks, although minimally mitigated by recycling, places it in a vulnerable position externally dependent on the evolution of markets, with no geopolitical strategy in place to meet its needs.


    Therefore coordinated water, energy and food policies are required which create a balance between production and sustainability.


    The MENA area (The Middle East and Maghreb) is especially susceptible to local, national and transnational tensions over access to water resourcesonly mitigated to a small extent by the use of desalination plants which could lead to destabilization scenarios.


    The population of the Sahel could double by 2040, in the midst of a scenario of increasing water stress and the consequent competition for water use between nomads and farmers, which will progressively increase the possibility of conflicts at a local and national level.


    The prospect of governance improving in this region is not very likely, with a predictable increase in instability at the sub regional level and an increase in migration to cities and European countries along the path of least resistance such as Italy and Spain.


    The situation for the EU is applicable to Spain, whose dependence on vital resources will continue.


    


    “Therefore coordinated water, energy and food policies are required which create a balance between production and sustainability”


    


    The increasing water stress of some areas of the Iberian Peninsula will mean that water will need to be treated in the long term as a strategic resource.


    In any case, Spain’s high dependence on all types of resources will force it to further diversify the origin of the raw materials it imports. Recycling policies will reduce demand, something that is essential in the medium and long term.


    


    
      
        
      

      
        
          	
            


            “The increase of the population and of the middle classes will increase the pressure on water resources in already stressed areas. Conflicts over water will increase and inter-State conflicts cannot be ruled out. The emergence of the Asian powers has turned raw materials into a geopolitical and security factor. For the EU, the recycling of scrap metal will be of increasing importance”
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      	• Definition and relevance


      	


    


    Energy trends are determined by the economy, demographics, environmental policies, technology and the degree of conflict.


    Moreover, energy consumption is related to the degree of social development and affects the economy, climate change, transportation and industry. It is, therefore, a decisive factor in global geostrategy.


    



    
      	• Evolution over time


      	


    


    The energy efficiency measures implemented in the most advanced societies are allowing them to grow economically without increasing, and in some cases decreasing, energy consumption which means that the growth in energy demand will occur mainly in emerging and developing countries. This increase in demand could reach 30% by 2040.


    The fracking revolution, the unstoppable economic rise of the Asia-Pacific region, which will absorb two thirds of the world’s energy growth, and the new gas order, as a consequence of the emergence of liquefied natural gas (LNG), are redirecting export and import flowsThus, the traditional dynamics of an increase in hydrocarbons is being broken and the global geopolitics of energy is being reshaped. By 2040, India and China could concentrate 50% of world oil and gas imports, shifting the focus of the energy trade to Asia.


    In addition, the disparity in population growth at the global level, with a spectacular African population boom and a decline of the European population, and growing urbanization are other key elements transforming global energy demand.


    By 2040 the US will have gone from being the world’s largest importer of hydrocarbons to its main exporter, as well as becoming the second largest exporter of natural gas, only behind the Middle East which will continue to be the world’s main oil supplier, although less predominantly so.


    Asia is already the largest market for hydrocarbons, while Europe, which will slowly reduce its volume of imports, will continue in second place. Russia will seek to increase its exports to Asia as an alternative to US and EU economic sanctions. It will continue to weave a network of strategic economic interests along the Siberian border, the Pacific and the Middle East, and try to access the important Indian market.


    


    “By 2040 the US will have gone from being the world’s largest importer of hydrocarbons to its main exporter”


    



    Technological advances, the absolute and relative times in which they occur and their relationship with the prices of the various energy sectors, together with the initiatives aimed at reducing the environmental impact of the sector, will transform the global energy matrix.
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    Oil will continue to be, in the short and medium term, the energy resource with the greatest consumption and geostrategic impact. The heavy transport, aviation and petrochemical sectors will ensure its geopolitical relevance. Their demand will continue to grow, albeit more moderately, and could peak in two or three decades.


    Fracking, which is showing great resilience with lower prices and shorter investment cycles, is preventing prices from rising to pre-2014 crisis levels. In the short and medium term, weak investments caused by several consecutive years of low prices will drive up the international price of crude oil, but new technologies will help moderate the rise in prices.


    Natural gas will experience the largest growth in global energy demand, representing by 2040 a quarter of world consumption, and will almost surpass oil as the main source of primary energy, thanks mostly to new extraction technologies and its long-distance trade in the form of LNG.


    LNG facilitates the integration of previously regional gas markets, providing flexibility and facilitating their competitiveness with other conventional energy sources. Natural gas, the least polluting hydrocarbon and with a tendency to overabundance, will play a fundamental role as backup energy for renewables.


    Environmental concerns will continue to drive the development of renewable energies, in the search for energy efficiency. In the medium and long term, renewables will experience the most significant growth of all energy sources. Solar and wind energywhich will lead the renewables sector in the futurewill compete progressively with traditional energies in future electricity auctions.


    The use of hydroelectric energy, which is more harmful to the environment, will decrease, especially in the geographical areas where it competes with other water uses.


    In the medium term, technologies for absorbing CO2 from the atmosphere will gain importance, because a reduction in emissions will no longer be enough to stop global warming. In the long term, renewables and technological advances may end up solving to a large extent the challenge of the decarbonization of the energy sector.


    However, by 2040 the energy infrastructure inherited from the past will still be in place and this will require time to be replaced or reconditioned. Electricity infrastructures will feel more of the impact, as they may become underutilized assets pending depreciation.


    In the long term, a combination of the need to decarbonize energy to achieve environmental objectives, the development of storage and distribution technologies, the progressive reduction in the costs of renewables and the digitalization of their management will together ensure that electricity ends up dominating the global energy matrix. By 2040 this trend will have stabilized, but it will still be on track to achieve this objective.


    


    “Oil will continue to be, in the short and medium term, the energy resource with the greatest consumption and geostrategic impact”


    


    The current model of electricity management, concentrated in a few operators, will gradually give way to a more decentralized, flexible and optimized model, with users playing a more important role and with an important percentage of self-consumption.


    The emergence of the electric vehicle, especially in the most developed countries, will transform the car industry. China and India will establish themselves as leaders in the application of new storage technologies and electric vehicles.


    The consequences of climate change could increase the degree of environmental commitment and accelerate the implementation of renewables. In any case, growing public awareness and pressure will affect, to a greater or lesser extent, the energy policies of countries.


    



    
      	• Impact on security


      	


    


    The expansion of smart grids in energy distribution systems, together with integrated support communication networks, will multiply the potential risks and threats, which will require a coordinated cybersecurity strategy at the regional and global level.


    Hydroelectric infrastructures will have an impact on neighbouring countries, since they will affect the general management of water. As a result the hydroelectricity sector could be a potential source of regional conflict.


    The geostrategic importance of rare-earth elements (lithium, cobalt, tungsten, etc.) necessary for renewable technologies and electricity storage will increase, due to their scarcity and their concentration in just a few places in the world.


    


    “A coordinated energy cybersecurity strategy will be required at the regional and global level”


    


    Washington will redirect its attention to Asia, the largest market for energy exports in the world, and will try to displace Russia in the European market, the second largest, increasing the level of strategic antagonism in a drive to dominate the energy markets.


    China and India, for their part, will gradually establish themselves in the Middle East and other hydrocarbon production areas, using the energy sector to boost their geostrategic interests.


    The European Union, with a high level of energy dependence on Russia, could be forced in the short and medium term to adopt a policy contrary to that of US, weakening the transatlantic relationship, while it looks for alternatives to this dependence. LNG will reduce in the long term the capacity to use the pipeline network as a geopolitical weapon, which will help Europe to get rid progressively of the Russian energy pressure.


    New renewable technologies, with lower prices and more flexible and modular structures, will facilitate the electrification of sub-Saharan Africa, boosting its development, with positive consequences for security, although there will still be some 700 million inhabitants without access to electricity.


    In addition, the progress of electrification in the Sahel will not be able to adapt to the growth of the population, with consequent disparities in the development of different regions, with negative consequences for security. The development of the energy sector in the Sahel will be key to the stability of the region in the medium and long term.
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    The demanding environmental requirements of the EU will condition European energy policy and could negatively affect Spain. In the short and medium term, the required energy connection conditions will not be met, which could create difficulties both in Spain’s energy policy and in the economy.
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    Large investments in electricity and gas infrastructures, while increasing the cost of energy and weighing down the economy in the medium term, will reinforce Spain’s resilience in the face of unforeseen circumstances, although they reduce the Spanish energy sector’s capacity for innovation in the short and medium term. This sector must face an unavoidable energy transition, which will require a complex restructuring process, while amortizing the accumulated costs of the past.


    Climate change (mainly droughts and desertification), will gradually diminish the influence of hydroelectricity. In the long term, once the energy transition is very advanced, with technological progress making renewable energies more profitable and with the problems that currently weigh on the Spanish energy sector having been resolved, the outlook should improve significantly with more competitive prices.


    


    “In the long term, LNG will reduce the use of the pipeline network as a geopolitical weapon, which will help Europe to free itself gradually from its energy dependence on Russia”


    


    The main threat in the short and medium term for Spain is a potential crisis in Algeria, from where Spain receives almost 60% of its natural gas, which would negatively affect the European energy sector. The six regasification terminals which currently exist in the Iberian Peninsula, plus another one in development, would provide sufficient guarantees in addressing this problem.


    The surplus of refined oil that Spain exports and the diversity of sources from where it imports its crude, strengthen its position in the face of a possible supply crisis. Moreover, the evolution of the energy sector, which is ever more reliant on renewables, will reduce our external energy dependence.


    Therefore, in the short and medium term, Spain’s energy security will largely depend on our ability to face current and future challenges.


    


    
      
        
      

      
        
          	
            


            “Dominated by serious concerns about climate change and the environment, some of the basic premises of energy geopolitics are changing. Asia, especially China and India, is becoming the main import market for gas and oil. The US will have gone from being the world’s largest importer a decade ago to its main exporter. Progressively, the electric sector will be more dominated by renewable energies. “
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    Geoeconomics
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      	• Definition and relevance


      	


    


    Geoeconomics (economic power in relation to natural resources) is still a fundamental element that drives the strategies of States, and globalization has effectively demonstrated that it remains the crucial factor for acquiring geopolitical influence.


    Globalization forces States and companies to face up to a paradigm shift and an accelerated technological evolution, whose potential consequences remain to be seen. Only those capable of evolving, innovating and adapting, in an increasingly integrated world, will be successful.


    The world economy is moving towards a globalized scenario of maximum competitiveness in which States will become less and less autonomous.


    Those countries who aspire to succeed in the new world economy must do so by innovating in the production of goods and services, by investing in the knowledge economy and in information and communications technology (ICT), by progressively internationalizing their productive sectors and by reducing their dependence on carbon.


    The Asia-Pacific region will replace the West as the world’s economic hub and most important advocate of globalization.


    The consequences of climate change will have an increasing economic impact. The resources and infrastructure of the poorest countries will be adversely affected, they will lose productive resources, their inhabitants will migrate and they will suffer a loss of investment.The benefits of technological advances will go hand in hand with greater risks, particularly for emerging economies. Deindustrialization driven by accelerated technological innovation in less developed countries could force whole groups to return to the primary sector, constituting a potential source of instability.


    


    “The world economy is moving towards a globalized scenario of maximum competitiveness in which States will become less and less autonomous”


    


    Thus, economic globalization does not imply a better redistribution of wealth or guarantee the sustainability of productive activity, which will have a subsequent impact on stability and, therefore, on security.


    
      	• Evolution over time

    


    The growth of the global economy will be driven by the economies of emerging countries, which will gradually increase their share of global GDP compared to the major Western economies.


    


    “Technological advances will enable new financing methods based on virtual money or cryptocurrencies”


    


    The formation of new economic blocs, currently at an early stage, will create a new order which will be much more protectionist, and in which direct investment will flow more intensely between its members. By 2020, China could become the world’s largest economy.


    The success or failure of the new US protectionist approach will affect economic progress worldwide. In the meantime Beijing is using its economic power to step into the openings left vacant by Washington, including in the financial arena.


    World trade, especially maritime trade, will continue to grow, consolidating the Pacific area as the most important exchange platform.


    The new financial institutions that have emerged to respond to the needs of emerging countries will establish themselves and grow, competing regionally with those controlled by the West.


    Technological advances will enable new financing methods based on virtual money or cryptocurrencies, especially in emerging countries, avoiding the volatility of exchange rates and the fees and taxes associated with bank loans.


    The world economy will continue to grow, doubling by 2040, but unevenly across economic areas: Europe and Japan will grow slowly, while the US will continue to grow at a moderate rate which could be hampered by its excessive protectionism.


    The EU, led by Germany, will lose influence in the global economy, which will continue to shift its axis mainly towards Asia


    This geographical area will continue to drive global growth together with emerging and developing countries, with the E7 economies (Brazil, China, India, Indonesia, Mexico, Russia and Turkey) growing at an annual average rate of 3.5%, in contrast with the 1.6% growth rate of the G7 (Canada, France, Germany, Italy, Japan, the United Kingdom and the United States).


    The emerging economies, which will become markets in themselves and generators of innovation, will be led by China, which will surpass the US, contributing 21% of global GDP.
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    Trade worldwide will continue to increase, but it will be the new regional economic blocs which will experience increased commercial traffic and an exponential increase in direct investment, especially the Asian bloc, which will benefit from the increase in maritime traffic, dominated by the flows between Asia, Oceania and America.


    As a result, Pacific traffic will surpass Atlantic traffic in volume and value, consolidating Asia as the hub of world maritime trade and the most important loading and unloading region, followed by America, Europe, Oceania and Africa.


    The ports of developing countries will go from being raw material exit points to key actors in the globalized processes of production, manufacturing and transport.


    


    “The EU, led by Germany, will lose influence in the world economy, whose axis will shift mainly towards Asia”


    


    Global financial institutions (existing and newly created ones) will increase their influence at a regional level.


    The useof cryptocurrencies will increase and, consequently, so will their penetration in the economy of States. Thus they will complement official currencies without replacing them, though eventually they may become more attractive than traditional currencies.


    The G7 could fall to about 20% of world GDP, while the E7 would rise to almost 50% of world GDP, driven mainly by China and India, who by 2050 could become the largest economies in the world, with Indonesia in fourth place.


    China, India and the US will be the major world economies contributing 20%, 15% and 12% of world GDP respectively, while the EU will contribute just 10%.


    


    “China, India and the US will be the major world economies contributing 20%, 15% and 12% of world GDP respectively”


    


    In this scenario of global growth differentiated by regions, countries and economic organizations should strive to reduce or eliminate trade barriers to stimulate trade and growth.


    The greater complexity and diversity of the financial system will require a new form of global financial governance supported by new international institutions focused on the development of regional economies.


    The dollar will gradually lose its status as a financial reserve in favour of others driven by changes to the world economic order, which could be to the detriment of the US economy.


    



    
      	• Impact on security


      	


    


    The global economy will operate at three different speeds: Europe and Japan with retracted growth; China and India, with much higher growth rates, consolidated as major economic powers, and the US with positive growth, but seeing its power and influence eroded.


    The EU and Japan will have to face a very high public debt and an aging population, in addition to permanent budgetary problems, before which monetary policies will not be effective.


    Europe, in addition, will suffer huge migratory pressure from the countries to the south. All this could dissuade European governments from committing themselves significantly on the international scene, the consequence of which could be a loss of external influence and a questioning of the preponderance of Western principles and values.


    The US will have to prioritize its efforts due to less availability of resources and the rise of China and other emerging powers. This could weaken current transatlantic ties, to the extent that Europe may not be able to fully rely on America’s contribution.


    Russia’s international role will be closely linked to the evolution of its economy which will continue to be driven by hydrocarbons, the main component of its GDP (>60%). This dependence will make it vulnerable to market fluctuations. Corruption and an exclusively public or semi-public financial sector will hamper the necessary reforms, leading to an expected average growth of 2% that will bring it closer to economic stagnation.


    Poor economic results could impel Russia to look for political victories on the international scene, by increasing its military and diplomatic presence, to avoid becoming marginalized.


    China, thanks to its accelerated growth, will increase its military capabilities. It’s increasingly assertive global role, will provoke disputes with the countries that share its maritime spaces, as well as with the US and Japan.


    Having become the world’s largest economic power it will then turn its attention to becoming the largest military power. Likewise, India will try to accompany its economic growth with an increase in its military capabilities, which will intensify the “strategic competition” between both powers.
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    Cryptocurrencies will become a widespread method for bypassing legal controls.


    Their association with illegal activities, together with the weakening of official currencies and the capacity of influence of States, will create instability and insecurity, especially in the weakest nations and those with the most closed economies.


    Macroeconomic growth in the Maghreb will be moderate.


    As a result, instability could come from an unequal distribution of wealth and population pressure.


    The Sahel will continue to be one of the poorest areas in the world and with the worst living conditions. Due to their weak economies, the countries in the region will find it difficult to manage their large territories.


    The internal instability of most of these States will be long-lasting, due to their economic inability, facilitating the penetration of jihadist movements.


    


    “Cryptocurrencies will become a widespread method for bypassing legal controls”.


    


    Current initiatives to provide economic stability will only be viable if financing is guaranteed for the long term, together with regional development initiatives.


    These factors will ensure the region remains a scenario with high conflict potential, with clear repercussions on security and defence for Europe.


    The Spanish economy will broadly follow the fortunes of that of the EU, for which an average growth of around 2.3% is estimated. This growth forecast by every study will only be maintained if the economy focuses strongly on internationalization, the knowledge economy and ICT and innovation.


    


    “The Sahel will continue to be one of the poorest areas in the world and with the worst living conditions”


    


    This moderate economic growth will be subject to growing strain from the need to increase investment in security and defence in the face of pressure from neighbouring regions that will continue to deteriorate.


    


    
      
        
      

      
        
          	
            


            The world economy is moving towards a globalized scenario of maximum competitiveness in which States will become less and less autonomous. Only those capable of evolving, innovating and adapting, in an increasingly integrated world, will be sucessful
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    Sustainable Development Goals: the agenda of the future
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      	• Definition and relevance


      	


    


    The 2030 Agenda for Sustainable Development links human development and environmental sustainability with lasting peace. It states that there cannot be sustainable development without security and there cannot be lasting security without sustainable development.


    The launch of the Sustainable Development Goals (SDG), the signing of the Paris Agreement, the ratification of the Addendum to the Montreal Protocol and the signing of the International Agreement to reduce CO2 emissions in commercial aviation advocate a new economic development model based on three pillars: economic, social and environmental.


    Similarly, there is a link between the eradication of poverty, the increase of resilience and the reduction of vulnerability to disasters and disruptive events.


    The Earth system is suffering progressive deterioration, capable of causing the collapse of human civilization, which has resulted in the right to water and sanitation being declared a human right. In the future this may also be the case for air, health and energy.


    


    “The Earth system is suffering progressive deterioration, capable of causing the collapse of human civilization”


    


    All these rights affect not only human dignity but the very survival of individuals. The limit of not surpassing 2°C by the end of the century to curb global warming opens up the possibility of establishing other limits that avoid seriously damaging humankind.


    Air and land degradation, water scarcity, deforestation, marine pollution and loss of biodiversity are some of the major environmental problems that the world will face in the coming decades.


    Althoughextinction is a natural process that has occurred throughout the life of the planet, species extinction is happening 1,000 times faster because of humans. Biodiversity is rapidly declining due to land use change, climate change, the spread of invasive species, overexploitation and pollution.


    Today’s environmental challenges, fuelled by climate change, are of an unprecedented intensity and complexity. Guaranteeing the sustainability of the planet will require the sustainability of the water-energy -food security nexus. This axis will be subject to numerous pressure factors, such as overpopulation, urbanization, climate change and the rise of the middle classes, mainly in Asia.


    Sustainable development, together with the benefits of stability and security that it entails, can only be achieved if the growth of the world population is accompanied by a change to the productive model and the exploitation of ecosystems.


    


    “Today’s environmental challenges, fuelled by climate change, are of an unprecedented intensity and complexity”


    


    
      	• Evolution over time


      	


    


    Eradicating poverty by 2030 will be a major challenge, especially in sub-Saharan Africa, where the process is happening more slowly than in the rest of the world.


    Although during the first decade of the 21st century there has been a global decrease in inequality between countries, internally the socio-economic gap continues to rise. Latin America and Africa will experience the highest levels of inequality in the coming decades.


    More than 1.4 billion people, half of those in conditions of extreme poverty, live in fragile regions or conflict zones. This number is expected to increase 82% by 2030.


    If patterns of increased consumption continue and production continues at its current rate, by 2050 the global use of natural resources will be four times higher than in 2010, endangering ecosystems and societies.


    Moreover, 92% of the world population lives in places where air pollution exceeds the limits established by the World Health Organization (WHO). Although the diseases caused by this pollution occur mainly in China and India, with the rise of urbanization and development it is likely that by 2050 cases will double and spread to Africa.


    The quantity and quality of available water resources will continue to be affected by population growth, pollution, human activity and climate change. By 2025, half of the world’s population will live in areas facing water stress.


    In the coming decades, the frequency of natural disasters will increase due to climate change, with developing countries suffering the most severe effects, an indicator of the strong link between poverty and vulnerability.


    The health of the population will be one of the great challenges of the 21st century, with a proliferation of epidemics and pandemics. This will contribute to microbial resistance, which will constitute an emerging risk due to the increase in the use of antibiotics in humans, agriculture and livestock


    This will also have a negative impact on world GDP, which in 2050 could be between 1.1 and 3.8%.
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    In addition, infectious diseases will continue to be the main cause of death in Africa and, to a lesser extent, in Southeast Asia and the Eastern Mediterranean. Climate change will also increase the number of deaths caused by malaria, malnutrition, diarrhoeal diseases and heat stroke.


    


    “By 2025, half of the world population will live in areas facing water stress”


    


    In developed countries, health systems will move towards sustainability and prevention, on the back of technological advances.
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    The unsustainable use of land and the effects of climate change will increase desertification.


    And although this may be partly compensated by the recovery of degraded agricultural land, it will lead to a reduction in food production and, therefore, an increase in the price of food, which will have negative effects on stability and security.


    Also, around 1.6 billion people depend on forests as a way of life. Although the speed of deforestation has slowed, there are areas where it still causes serious environmental effects, soil degradation and an increased risk of natural disasters, especially in Africa and Latin America.


    


    “The health of the population will be one of the great challenges of the 21st century, with a proliferation of epidemics and pandemics”
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    The marine environment will be one of the systems that continues to show the greatest signs of degradation and loss of resilience as a result of pollution, acidification and overexploitation. The current serious risk to the sustainability of the marine environment will require economic resources and cooperation measures at the international and regional level.


    In the coming years, it will be necessary disassociate environmental impact and economic activity from the use of resources, just as it has been possible to separate economic growth from greenhouse gas emissions. The “take, make, dispose” linear model, which does not take into account the environmental impact of consumption of resources and the generation of waste, will be gradually replaced by a circular economy model.


    This model, which will be the cornerstone of sustainable growth, could add a trillion euros to the global economy by 2025 and create 100,000 jobs in the next five years.


    



    
      	• Impact on security


      	


    


    The legitimacy of a State will depend more and more on its capacity to provide services to its population and adequately manage the natural environment, so much so that strategic support given to fragile States should be accompanied by an improvement in living conditions.


    Thus, both conflicts and situations of instability will require a comprehensive response beyond coercive (military and / or police) that also involves entities related to development and establish long-term socio-economic solutions that ensure self-sustainability. Promoting inclusive and equitable development will be essential to contribute to the prevention and resolution of conflicts, through a comprehensive approach and the adoption of the Sustainable Development Goals as part of the solution.


    Environmental crimes, which are currently the fourth most important activity worldwide with a value that exceeds 250 billion euros, will continue to increase and transcend borders. This will pose a growing threat to stability, peace and security, which will require greater attention from States and international organizations.


    To deal with natural, accidental or intentional biological threats, the livestock sector will have to work in unison with public health and the security sector (applying the “One Health” philosophy).


    


    “The “take, make, dispose” linear model will be gradually replaced by a circular economy model”


    


    Early intervention in areas where epidemic outbreaks occur will require greater involvement of the armed forces to support health agencies.
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    Due to exponential population growth and lack of infrastructures and means in the Maghreb, compliance with the 2030 Agenda and its corresponding SDGs represents a challenge that will require international cooperation in the short and medium term.
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    “A strictly military response will be insufficient. A comprehensive approach will be required in which sustainable development is a fundamental pillar”


    


    


    The situation in the Sahel is much worse. The poverty and instability found there highlights the need to reinforce the link between security and development in this region beset by problems of a multidimensional and cross-border nature.


    A strict military response will be insufficient. A comprehensive approach will be required in which sustainable development is a fundamental pillar.


    The synergies between the 2030 Agenda and the African Union’s Agenda 2063 could boost the socio-economic transformation of the region.


    In any case, in the long term, economic programmes, together with civil and military operations that ensure the sustainability of the link between security and development will be necessary. Therefore the military forces deployed there will also manage funds that increase their capabilities of supporting development aid, as is already happening in the EU.


    The 2015 EU action plan for the circular economy is guiding the EU through this transition, helping to transform the economy and generate new competitive and sustainable advantages for Europe. In addition, the EU will be able to reduce carbon dioxide emissions by half and the consumption of resources by 32% by 2030, eventually reaching a 53% reduction by 2050.


    Also,the Mediterranean, as a dynamic space and due to the boom of commercial activities in it, will become more contaminated and more exploited, requiring cooperation at the regional level.


    At the national level, the planning of new operations will go beyond simply joint-combined operations and become more comprehensive, to act jointly with civil organizations that provide humanitarian aid, support for reconstruction and development, emergency personnel, police forces and social welfare institutions.


    The Spanish Armed Forces will continue to be needed to strengthen the link between security and development, mainly in the Sahel region, at least in the short and medium term.


    The greater frequency of pandemics, together with the need to tackle outbreaks in their place of origin, will require greater use of military capabilities and facilities. More control measures will need to be established for personnel returning from regions at risk of epidemic outbreaks.


    


    “The increased frequency of pandemics, together with the need to address outbreaks in their place of origin, will require greater use of military capabilities and facilities”


    


    Given the growing importance of environmental issues in the field of security, the Spanish Armed Forces must be one of the main guarantors of respect for the environment inside and outside our borders, minimizing the impact of their activities and cooperating in the fight against environmental crime. Thus, the sustainability of our marine environment will require greater involvement of our armed forces in this effort.


    


    
      
        
      

      
        
          	
            


            “The 2030 agenda for sustainable development aims to lead the way in promoting the balanced progress of humankind in all countries across the three pillars on which sustainability is based: economic, social and environmental.


            The health of the population will be one of the great challenges of the 21st century. Globalization, climate change, conflicts, the rise of urbanization and technological progress are risk factors in the emergence of global pandemics. “The 2030 agenda for sustainable development aims to lead the way in promoting the balanced progress of humankind in all countries across the three pillars on which sustainability is based: economic, social and environmental.


            The health of the population will be one of the great challenges of the 21st century. Globalization, climate change, conflicts, the rise of urbanization and technological progress are risk factors in the emergence of global pandemics.


            The circular economy will be the cornerstone of sustainable growth
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    Communication and the globalization process


    Globalization and regionalization in a world of variable geometry


    Socio-political foundations: culture, beliefs and ideas
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    Communication and the globalization process
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      	• Definition and relevance


      	


    


    Advances in information and communications technology (ICT) have paved the way for the era of globalization; a communication revolution across the globe using a radically different means of communication, which is generating a qualitative leap in human communications.


    Given the characteristics of the internet and the emergence of a ubiquitous virtual society, which cannot be entirely controlled by governments, the consequences are unpredictable. Its narrative, which may or may not correspond to real events, the instant nature of communication and the power of social media condition human perceptions and distort the decision-making and action dynamics of societies, which drastically affects security.


    



    
      	• Evolution over time


      	


    


    The communication revolution will evolve along four main paths: the mass spread of virtual society to the rest of humankind; the advances that will occur in ICT; the management and control of the expansion and application of new forms of communication, and the approach to the resolution of social, political, economic and cultural problems and dysfunctions created by the communication revolution.


    The expansion of internet access will continue, but in a very uneven way across different regions, with large segments of society excluded. There will be technological progress in the storage capacity and processing of data (both in traditional media and in the cloud), and in the quantity, quality and speed of the transmission of information. Developments in neural network structures and quantum processing will contribute to this.


    The use of fixed and mobile devices with access to high-speed broadband will continue to grow, especially in developing countries, although their penetration will continue to be less than that of developed countries.


    The irreversible consolidation of virtual society as a result of the multiplication and dissemination of social media will continue, with more than 3 billion user estimated by 2021.


    The exponential and multidimensional expansion of global communication will continue to exceed the management and control capacity of States and international organizations, despite the implementation of technical and legal standards.


    This will mean an increase in the associated threats and risks, with direct effects on political stability, social cohesion and the integrity of States.


    The internet will reach almost all of humankind, with Asia, primarily China, the dominant force in global communication. Regarding the most widely used languages on the internet, Chinese, Spanish and Arabic, which are already among the most used languages online, will consolidate themselves in competition with English, which will continue to be the leading language in the field of R&D&I.


    The internet will allow the most advanced countries to strengthen their political, economic and social hegemony, but the influence of those with the largest populations will force the dominant countries and sectors to rethink their interests and their objectives.
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    The impact of ICT in developing countries will boost their economic growth, while facilitating the implementation of social policies (education, health, etc.) and administrative reforms (taxation, security, defence and justice) that improve the functional capabilities of Governments and their inclusion in the globalization process. But such changes and reforms will produce political and social tensions as a result of increasing socio-economic inequalities and underlying political, ethnic and religious clashes. ICT will have progressed to the point of almost reaching the next technological revolution through the application of advances such as quantum information processing or silicon photonics.


    The most advanced States will have the necessary technology to carry out the process of institutional reorganization, legal regulation and transnational cooperation that will allow them to manage the political, economic, social and cultural problems generated in this new phase of the communication revolution.


    The innovations developed during the previous decade will spread around the world on a mass scale.


    Political leaders will depend to a greater degree on the large corporations responsible for R&D&I in the ICT sector and on information technocrats (computer programmers, etc.), since the immediacy of the information will reduce political decision-making processes and timeframes.


    The values and principles of States will be diluted or will be directly replaced by values and principles of a transversal or universal nature, related to gender, ecology, ethnicity, religion or political beliefs.


    The development of a virtual society will reinforce the emergence of “communication equality”, which allows any individual to communicate with the rest of the world without restrictions on the number of followers or users.


    As a result of the speed of information, citizens will expect more immediate decisions and actions that will sometimes override the criteria of effectiveness and efficiency.


    This will imply important functional restrictions and dilemmas when defining strategies and planning political, economic and military actions for the medium and long term.


    The potential lack of credibility of the message, regardless of its issuer, will imply a serious attack on the principle of truthfulness.


    


    “The exponential and multidimensional expansion of global communication will continue to exceed the management and control capacity of States and international organizations”


    


    The combination of communication equality, immediacy and lack of credibility, in a context of global communication, will profoundly alter the foundations of societies and people, creating new sources of political, economic and social legitimation.


    



    
      	• Impact on security


      	


    


    Thelack of access control and the illicit use of the internet and social media to spread false information or malicious propaganda will continue to increase. Because of the difficulty in neutralizing these practices and their serious effects on public opinion, they could alter or destroy the stability of countries or hamper cooperation between them and, therefore, threaten peace and security.


    The internet will provide a platform for cyberattacks originating anywhere and by anyone with sufficient knowledge and means (relatively easy to acquire), while concealing the source.


    The use of social media by terrorist groups will facilitate the recruitment of new members, magnifying and concealing their illegal activities. The manipulation of information on social media could also be used as a government tool to destabilize third party countries.


    


    “The use of social media by terrorist groups will facilitate the recruitment of new members, magnifying and concealing their illegal activities”


    


    The future of armed conflicts and international crises, decisively conditioned by the use of ICT and its impact on public opinion on a global scale, will require more efforts to battle against propaganda and misinformation on social media and the internet. This battle may even become more important than conventional military action. Economic security will also be affected by global communication by allowing the manipulation of perceptions, thus influencing the decisions of private and public economic agents.
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    Therefore, the impact of the globalization of communication will depend on three fundamental factors: the strength and stability of States; the degree of cultural homogeneity or heterogeneity of societies and the level of ICT penetration.


    In general terms, Europe, characterized by stable States supported by regional institutions and organizations that promote integration and cooperation between them, is highly resilient, and ranks highly in this regard in a global context. But it also makes it the primary target of cyberattacks.


    In addition, the weight of public opinion, coupled with the dissemination of social media and the popularity of mass media, facilitate the manipulation of information with destabilizing political effects, creating an environment susceptible to terrorist propaganda and the intervention of third party States.


    The implementation of electronic administration by States will facilitate cyberattacks from inside and outside institutions, as well as the global diffusion of sensitive or secret information, undermining the legitimacy of governments and facilitating mass orchestrated mobilizations through social media.


    The latter, in conjunction with advanced technologies, will contribute to the emergence of new forms of terrorism and crime, the training of criminals through simulation and the use of social media and mobilizations that restrict the intervention of security forces.


    In the Maghreb, the level of ICT penetration is uneven, with high rates of mobile telephony use, limited access to the internet and low rates of computerization and dissemination of social media in homes, mostly concentrated in Facebook and YouTube.


    Its moderate level of inclusion in the global communication system constitutes a barrier to regional economic development, but also a potential base for launching cyberattacks.


    Moreover, they are societies that are very vulnerable to information manipulation and propaganda.


    In the Sahel, the lack of ICT penetration other than mobile telephony, which is the main communication tool used by criminal networks and terrorist organizations operating in the region, reduces the risk to European communications networks.


    Spain has a very advanced level of ICT penetration. In the short term, the threats and risks associated with the internet and social media (cyberattacks, propaganda and manipulation of information) used by terrorists, organized crime and third parties will continue to exist.


    


    “The weight of public opinion, coupled with the dissemination of social media and the popularity of mass media, facilitate the manipulation of information with destabilizing political effects”


    


    In the medium term, the number and scope of cyberattacks will increase, which will require the constant updating of strategic plans, intervention protocols and protection measures, increasing the need for regional and global cooperation as a complementary tool and not a substitute for a national policy.


    In the long term, the main risk would be being left out of the next ICT revolution.
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    This would increase vulnerability, hindering the prevention and response to new threats that will undoubtedly arise.


    The global scale of the challenges that the next information revolution will generate will require active participation and support in regional integration and global cooperation initiatives.


    National security will be inextricably linked to alliances capable of applying comprehensive strategies for resilience (prevention, protection and recovery) of information and communication systems.


    


    
      
        
      

      
        
          	
            


            “The exponential and multidimensional expansion of global communication will continue to exceed the management and control capacity of States and international organizations. This will mean an increase in the associated threats and risks, with direct effects on political stability, social cohesion and the integrity of States”
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        Globalization and regionalization in a world of variable geometry

      

    


    Globalization and regionalization in a world of variable geometry
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      	• Definition and relevance


      	


    


    Rapid globalization is not necessarily a peaceful phenomenon that promotes stability. By compressing space and time, and increasing interdependence, it increases vulnerability to crises that occur abroad, even in remote areas. The relationship between flows of capital, goods, information, ideas and people means that external tensions will have a direct and immediate impact on internal stability.


    However, citizens will not be sufficiently prepared and educated to understand the negative effects associated with globalization, making it impossible for them to assess the current benefits and costs of the process and its future possibilities. Governments will be subjected to increasing pressure from movements that cannot be managed at the national level.


    Greater interaction also implies an increase in conflicts and a displacement of their effects. Frozen and remote conflicts may be activated due to new connections, thus affecting everyone else. A logic emerges, which is unavoidable, in which benefits are offset against unforeseen costs, where the benefits are distributed unevenly in favour of the weakest, generating a rejection of the process.


    Globalization will continue to advance, rejected by those for whom it holds no benefits, and who sometimes even have to bear the costs, but who do not have sufficient capacity to stop it, since any are reactionary movements will tend to be in the form of disconnected local or regional resistance.


    Ultimately, globalization can no longer be opted out of, with the connectivity map no longer following geographical boundaries, connecting well-off areas with others that are less so. The result could become paradoxical where cities are better interconnected with each other than with the geographical periphery in which they are located. This process promotes the internal dislocation of States.


    At the same time, forces of increasing relevance are emerging in countries in the West which are the result of a more compact and united civil society, which needs to heard and responded to and which challenges the State and questions its effectiveness.


    


    “Governments will be subjected to increasing pressure from movements that cannot be managed at the national level”


    


    These two movements imply the convergence of centripetal and centripetal forces that embody a challenge to its very existence, while in emerging and revisionist countries the control of public opinion will increase, reinforcing the role of the State.


    



    
      	• Evolution over time


      	


    


    Globalization will continue the trend towards regionalization in the short term, in a post-hegemonic era, where the poles will continue to be the West and Asia-Pacific. The latter will continue to thrive, altering the world’s geoeconomic balance and creating a new world order.


    However, Asia Pacific’s various actors will continue to be divided. China aspires to be the regional powerhouse in confrontation with the United States and its allies, Japan, the Asian Dragons and India. The main weaknesses of this geopolitical group are inequality in the distribution of wealth and China’s ideological contradictions, together with other imbalances associated with its rapid growth.


    At the same time, the emergence of new actors, which up to now has been steady and peaceful, will become increasingly conflictive because it will occur in parallel with other aspects such as the struggle for markets, resources and areas of influence.


    In the medium term, transnational actors will consolidate themselves to the detriment of States, who will endeavour to establish regulatory measures that will be difficult to implement.


    Security as a concept will ultimately override defence, as a response to the multidisciplinary and multidimensional nature of the challenges faced, and will extend to all those areas reached by science. Security will continue to be a transversal process.


    Countries with compatible vital interests will form alliances to increase their security, addressing common challenges in a polarized world with a tendency towards alignment for fear of the “cultural other”.


    Moreover, globalization will lead to the progressive dissolution of the hindering elements of regional organizations in favour of economic efficiency. But this will lead to the increased risk of new barriers to defend against inherent security issues, leading to the disappearance of interior walls, while regional external borders are strengthened.


    By 2040 these dynamics will not be fully resolved and the process of transition towards bipolarity will continue. Nevertheless, the transition of the economic sphere of influence to Asia-Pacific will not be accompanied by a cultural, military and technological shiftareas which the West will still dominate. The Far East is likely to take political steps to redress this imbalance.


    For their part, Africa and the Islamic world, especially with the development of technologies that lower the price of oil, will have less influence and will feel the strain of open competition for resources brought about by globalization.
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    Large groups and corporations, often linked to the interests of the State and with a great capacity for influence will take advantage of the absence of effective borders to activate, stimulate or reformulate existing narratives or carry out policies of misinformation in line with their specific interests. This will mean the real possibility of interference in the internal affairs by third parties and a direct threat to sovereignty. The development of influence politics using “sharp power” will become increasingly prevalent and must be counteracted.


    



    
      	• Impact on security


      	


    


    The world will make efforts to unite and revitalize its regional organizations in the face of growing internal fragmentation caused by the individualism inherent in postmodern thinking. In addition, it must resolve internal contradictions such as an ageing population, demographic decline, growing social inequality, a crisis of trust in elites and institutions, etc., which will at the same time bring about the gradual and continuous dissolution of the resilience of societies to face up to challenges that may arise.


    


    “China aspires to be the regional powerhouse in confrontation with the United States and its allies, Japan, the Asian Dragons and India”


    


    The result may be a decrease in dissuasive potential due to the inability of Western societies to overcome pressures and interference from abroad.


    Europe and the US with 20% of world GDP each and a proportionally decreasing economic influence will need to reach out globally in a coordinated manner, especially towards Asia-Pacific, where China contributes more than 15% of world GDP.


    China shares a 4,000 kilometre border with Russia, with the unpopulated area of Siberia providing the obvious territory for the expansion and settlement of China’s excess population. Naturally, this is of great concern to Russia and could spur its rapprochement with the West, provided that its particularities and prestige are respected.


    


    “Europe and the US with 20% of world GDP each and a proportionally decreasing economic influence will need to reach out globally in a coordinated manner, especially towards Asia-Pacific, where China contributes more than 15% of world GDP”


    


    As a result of this paradigm shift, the United States and the European Union will need to find some common ground with Russia, a scenario of mutual benefit to redress the geopolitical balance with Asia Pacific.


    Moreover,with the passage of time, the shadow of the Cold War and its rationale will further dissipate, culminating in the abandonment of a position for which Russia will have neither the resources nor capabilities.


    


    “The geopolitics of knowledge and wealth will tend to converge”


    


    The possible rapprochement between Russia and Europe would generate a new alternative eventually including the rest of the West, which would also obtain contiguous access to valuable natural resources and consolidated markets.
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    In any case, the growth of both geopolitical groupings will continue on the basis of their respective comparative advantages. In the West, technology, and in the Far East the size of its population. The contradictions and imbalances inherent in all transition processes (differences and contradictions between economic, political, technological or military power) will continue to exist. Nonetheless, the geopolitics of knowledge and wealth will tend to converge.


    At the national level and in this context, the European Union needs to strengthen its position and be united, not in opposition to the United States, but as way of improving the synergies of the group.


    The competitiveness of the world to come will require closer relationships between like-minded cultures.
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    Africa will continue to be marginalized, although it will be better connected since it is along these fracture lines where the two superpowers will mostly compete. The Islamic world, as the most relevant cultural space, will face strains under pressure from both poles, derived from its lack of technological and cultural weight.


    NATO, after the Ukrainian war of 2014 has had to reinvent itself and undergo a burden-sharing exercise. Deciding what the priorities are and defining what is meant by balance will be open to interpretation. The organization will feel diverging pulls from the North and from the South which will eventually reinforce its integrating objective.


    


    “The European Union needs to strengthen its position and be united, not in opposition to the United States, but as way of improving the synergies of the group”


    


    Moreover, the difficulty in understanding the keys to such a complex, dynamic and fading scenario will require greater intelligence efforts at both the State and private levels.


    


    
      
        
      

      
        
          	
            


            “Globalization is a dynamic and Hegelian process of rationalization built on the principles of Western culture but which is shifting economic power towards Asia Pacific. We are moving towards a multipolar scenario comprised of two geopolitical groupings whose own internal contradictions will emerge and will not yet be resolved by 2040”
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        Socio-political foundations:Culture, beliefs and ideas

      

    


    Socio-political foundations: Culture, beliefs and ideas
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      	• Definition and relevance


      	


    


    Beliefs and ideas establish the frames of reference that, on the one hand, allow us to assimilate accepted conventions and, on the other, evaluate the magnitude, relationship and consequences of new events that affect us. Therefore, they are much more than a multiplier of other future factors.


    A person’s outlook predisposes them to a certain interpretation of events and their projection, and any change, foreseen or not, is assimilated within their own paradigm. The future is never clear and any inference is associated with a certain amount of uncertainty. Only our ideological framework has the unique ability to overcome contingencies, postulating itself as the only generator of certainty that we possess.


    Because of this intrinsic capacity, any belief system can be sustained in the long term even though the facts contradict it. Those who adhere to a certain belief system are convinced that the other party, an antagonistic ideology, is spiritually corrupt and that its decadence is inevitable. Within this struggle for ideological hegemony, obstinacy is a variable that affects each value system in different ways.


    The belief structure of international actors affects their ability to adapt and their resilience in the long term.


    The outcome of a battle of ideas will define what a generation will be like and what it can aspire to in the future, since these beliefs have the capacity to generate the concepts that define the limits and the accepted ways of behaving.


    Ways of thinking, beliefs and ideas define the nature of each actor on the international scene and determine the combinations of aims, methods, means and risks that they believe will help them be successful. In democratic countries, today’s crisis of confidence is fostering the rise of populist, nationalist and authoritarian movements, the result of a new way of thinking that is distorting the structure of the very place from where it is originating, the West itself. The validity of the West’s current system is being questioned from within, and from abroad, its inconsistent artificial manifestation is being challenged.


    Theserious deterioration of confidence in the West, caused by the lack of absolute knowledge, typical of postmodern thinking, will create a situation marked by major uncertainty in the cultural, anthropological, ethical and spiritual fields, which will affect the spontaneous vitality of Westerners.


    A change in the way of thinking is taking place as a result of this disenchantment, which breaks not only the continuity, but also the essence of the West as a civilization. The result is a movement of regression and simplification, manifested in a new dissolving Adamism, product of our own civilization, but which, paradoxically, will place constant pressure on the validity of everything that is Western. This conflict of ideas can already be seen at all levelsglobal, regional, national, local, family and personal, driven by the connectivity offered by new technologies, with destabilizing effects.


    


    “In the West, a model of liquid society will gradually impose itself”


    


    Narratives in a world of soft concepts, built on relativism, living the present and performative discourse, are causing society to segregate itself into multiple human groups increasingly isolated from each other. Increasing fragmentation is relevant from the perspective of security, since it deteriorates the cohesion of open societies and their resilience.


    



    
      	• Evolution over time


      	


    


    The individual as a self-referential subject will be one of the main trends in the West during this first half of the 21st century. Scepticism, individualism and diversity are entrenched in a new social culture that is narcissistic, hedonistic and self-entitled.


    Over the coming decades, Western societies will be based on diffuse ethical principles. The system of values on which a community bases itself, and from which solidarity, trust, justice and representative democracy arise, will be threatened by utopian proposals which will undermine basic moral prerequisites, diluting interpersonal, social, economic and political connections.


    In the West, a model of a liquid society, the fruit of a post-moral era, will gradually impose itself, preaching the decline of duty and the triumph of a painless ethic that rejects and discredits commitment to the community and solidarity, while fuelling the satisfaction of immediate desires. Freedom will be understood as the absence of commitment, with no obligations.


    Consequently, the psychological dissociation between the decisions taken and their consequences will increase, and will result in a greater refusal to assume any responsibility. To choose will not mean to renounce anything, since the subject or group in question will reserve the permanent right to go back on any of their decisions.
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    This situation will reduce freedom of action and the will to take and maintain the initiative, which will result in a tendency to always be one step behind events.


    Liquid society in the West will generate a deep sense of cultural, political and social disaffection. Some segments of society will respond to the call of new or old proposals capable of assuaging their unease, promoting the rise of nationalism, populism and ideological and religious radicalism.


    


    “In a globalized world, liquid societies will coexist with solid societies, with a growing tension between them”


    


    Spreading apathy, distrust and despair will make it possible for external forces to form alliances with disaffected internal groups, who will be manipulated using “sharp power”, through misinformation, confusion, manipulation and smear campaigns and the language of fear. These mechanisms will trigger different types of internal crises that will weaken the institutional and value system.


    The growing fascination of Westerners with consumption, the ephemeral and fads will enslave them to the present as the only relevant social period, disconnecting people from any effort to aspire to build a better future for all. The collapse of the idea of the future will be accompanied by a collapse of history itself.


    In this way,disenchantment with the future and the bad conscience of the past will exacerbate the loss of confidence in the possibilities of progress.


    In other parts of the world, liquid modernity will increasingly be rejected as decadent. These societies, solidly based on religious, ethnic or political beliefs and convictions, will employ more unifying and integrating discourses, associated with promises of prosperity and social peace.


    


    “Leadership will focus on the ability to seduce in the short term, eschewing the ability to convince. Political arguments and reason will be replaced by the image and emotions they elicit”


    


    Authoritarian States will defend themselves using greater internal repression to contain pluralism and attack the intangible resources of democracies using “sharp power”, taking advantage of the internal cultural, political, social and economic contradictions of the West.


    In a globalized world, liquid societies will coexist with solid societies, with a growing tension between them due to the difficulty of finding common mechanisms for establishing relations.


    Consequently, there is a risk that multilateralism will continue to fade, while the raison d’être of the State will be reinforced and global governance will weaken.


    Belief in the ethical superiority of revisionist and emerging powers will be reinforced, driven by their economic growth, the retreat of democracy and power shifts, consolidating their self-affirmation.


    Among democracies, the amplification of individual voices through technology and mistrust in elites will continue to erode the influence of political parties, trade unions and civic groups, fuelling a crisis of representation. Frustration will expand the gap between society as a whole and the elites, who are already being identified as part of the problem.


    A huge number of lifestyles and a large number of social environments will emerge, each with their own forms of communication, which will make contact and interaction between them and the development of plural societies increasingly difficult. The absence of coexistence between groups will lead to rejection of neighbouring collectives and, paradoxically, identification with like-minded but distant ones. The result will be a gradual internal fragmentation of open societies.


    It will be increasingly difficult to discern truth from lies, especially in the traditional media and social media, where foreign powers could promote disinformation and propaganda campaigns beyond their borders, which will erode the very foundation of democratic debate.


    In the West, the possibility of constructive debate will continue to recede in the name of political correctness, which will try to prevent the rupture of a weak multiform social conglomerate.


    Leadership will focus on the ability to seduce in the short term, eschewing the ability to convince. Political arguments and reason will be replaced by the image and emotions they elicit. Idols will emerge fleetingly, but with the capacity to elicit a passionate sentimentality which is potentially toxic for any critical analysis of the situation, with image as the central argument.


    A cosmopolitan aristocratic community will emerge with a growing power of influence that will transversely affect the discourses and political agendas of the most developed countries.


    Outside the West, the influence of religion or identity over governments will become increasingly significant, more authoritarian and more opposed to the liberal democratic model.


    



    
      	• Impact on security


      	


    


    In the West, the possibility of political actions to sustain sacrifices in the long term will decrease. The postmodern vacuum, together with growing global connectivity, will increase tensions within and between societies. Populism and nationalism will continue to threaten liberal democracy. Many in the West will renounce its founding principles, while Western societies will face challenges abroad from authoritarian regimes that will attempt to discredit liberal democracy.


    The growing expectations and aspirations of individuals, more social inequality, greater differences in opportunities, social fragmentation and the growing risk of instability will increase the likelihood of internal protests and disturbances.


    Authoritarian States will have more resources to buy time and redirect changes, but less incentive to implement them.


    Relationships will be replaced by connections generating greater uncertainty.


    Social fragmentation will multiply the divergent pressures on governments, institutions and societies, hindering their ability to implement systemic changes, reinforcing the inertia of serious anomalies that increase the danger of internal rupture.


    New technologies will promote the development of two trends that are not necessarily opposed: one oriented towards greater direct democracy, but also another towards a greater capacity of control over citizens on the part of State apparatuses and, consequently, greater dirigisme, both through direct and indirect control.


    As well as these two movements, populism will gain prominence which, in the name of democratic radicalismin other words a democracy that does not submit to normswill continually invoke the will of the people as justification and legitimation for any conduct by leaders employing sociological tools in the form of constructs.


    Populism will therefore play an increasingly significant role.


    In Europe, as in the rest of the West, the effect of a liquid society will erode the resilience of its security and defence capabilities, affecting its dissuasive capacity.


    Conflicts of memory, fear of the future and paralysis in deciding and acting will lead to a growing decline in interpersonal and inter-State solidarity. Necessary changes that require important sacrifices will be postponed, making their future application more expensive.
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    This trend will grow when NATO and, above all, the European Union are faced with challenges that force them to respond with decisive actions. Therefore, the risk of fracture will be greater in the long term, especially in the latter case.


    


    “In Europe, as in the rest of the West, the effect of a liquid society will erode the resilience of its security and defence capabilities, affecting its dissuasive capacity”


    


    Increases in defence budgets will be controversial due to the increasing dissolution of ties of solidarity among groups, especially when they affect personal welfare and self-determination in the short term. The effects of threats on purchasing power and day-to-day life will be causes for mobilization, since defence spending will be evaluated in terms of the cost-benefit to the individual and the effect on their immediate environment. Security and defence will progressively have a less national character in the protection of our way of life.


    The Maghreb and the Sahel, predominantly solid societies, will tend towards greater religious and cultural self-assertion, especially in the latter, where a return to ethnic roots and an increase in religious radicalism will occur more intensely.


    Spanish society, in line with Western and European trends, will be affected by a progressive loss of cohesion, typical of a liquid society, but with some segments of the population displaying attitudes typical of a solid society, especially among the rural and immigrant population. This will tend to increase social conflict, affecting security, due to the adherence of individuals to radical political, religious, and even ethnic movements


    


    
      
        
      

      
        
          	
            “The serious deterioration of confidence in the West, caused by the abandonment and paralysis of thinking, will create a situation marked by major uncertainty in the cultural, anthropological, ethical and spiritual fields, which will affect the spontaneous vitality of Westerners, generating a feeling of profound disaffection. Meanwhile, self-referential individualism will gain ground facilitating social fragmentation. The effects will be a reduction in the willingness to make decisions and implement systemic changes capable of responding to the inertia of fundamental anomalies, increasing the danger of internal rupture, stimulated by disinformation and smear campaigns”.
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        The information age

      

    


    The information age
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      	• Definition and relevance


      	


    


    In the “Information Age”, Intelligence activities will continue to be of significance: supporting appropriate decision-making, including all the activities focused on that purpose, as well as the management and coordination of the organizations dedicated to it.


    The mass use of the internet, together with the exponential growth of new technologies, brings with it new opportunities, but also new and more dangerous threats, in addition to existing ones. Therefore the Intelligence scenario will be characterized by:


    
      	1. Very high uncertainty.


      	2. Multifaceted, multidimensional and multidirectional threats and risks featuring State and non-State actors and greater prominence of the latter.


      	3. Hyperabundance and omnipresence of information, with extensive and intensive use of social media using intelligent systems, which will try to manipulate societies by spreading misinformation.


      	4. Hyperconnectivity, which will generate a global structure of complex networks from which global crises could arise.


      	5. Technological advances, especially in artificial intelligence, miniaturization, biometrics, robotics, sensors, new materials, energy sources, quantum technology and biotechnology.


      	6. Reduction in the cost of technology making it accessible to a growing number of State and private actors for potentially illegal or dangerous activities.


      	7. The increasing importance of cyberspace at the strategic, economic/commercial and social level and in terms of security and conflict.


      	8. Intense activity of States and companies in outer space, together with the miniaturization and high resolution of sensors.

    


    The potential risk of threats will steadily increase, requiring an approach based on possibilities versus probabilities (defining what these actually are) rather than using the traditional approach of focusing on previous recurrences and extrapolation from historical series.


    Hybrid phenomena will be more frequent due to the combined effect of adverse events together with the increased difficulty of identifying the source and the faster speeds with which enemies are able to take advantage of vulnerabilities, unpredictable until they occur.


    The above trends will occur with increasing intensity, along with other unforeseen ones. The nature, magnitude and character of many of these will heighten the need for new organizational, procedural and instrumental measures in Intelligence organizations and their personnel.


    


    “Cyberspace will be an area of increasing focus”


    



    
      	• Evolution over time


      	


    


    The trend of overabundance and exponential growth in the volume of data and information available will continue, as will the extensive use of social media.


    There will continue to be a move towards creating “intelligence federations” among national and international organizations (NATO, EU, UN, etc.) as well as towards greater coordination between the different organizations of the national intelligence community.


    This is also true of the fusion and integration of disciplines previously separated physically and methodologically (such as IMINT, intelligence derived from information obtained from satellite images or aerial means, and GEOINT, geospatial intelligence). A shift from “fusion centres” to “mission-oriented” multidisciplinary teams will be initiated, which will be composed of experts in the necessary disciplines, increasing the emphasis on information analysis rather than its gathering.


    Cyberspace will increasingly become the focus of attention, not so much because of its risks and threats, but because of the lack of regulation and the near anonymity it provides.


    Companies, especially large ones, will continue to develop intelligence capabilities for their own.


    In the medium term, the amount of information available will increase due to new more powerful and smaller sensors and platforms of all kinds, and the expansion of Web 2.0 and 3.0, which will force intelligence experts and organizations to continuously adapt.


    Unconventional phenomena may occur that add uncertainty to an increasingly complex and interconnected scenario, with the hyperabundance and omnipresence of information, accessible to all sorts of State and non-State actors, with the latter gaining in prominence.


    There could also be significant and impressive technological advances in miniaturization, robotics, quantum technology and biotechnology, and the intensification of cyberspace as an area of increasingly undefined responsibilities and vulnerabilities.
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    The decision cycle will become increasingly shorter, so intelligence services will need to quickly and accurately define requirements and have the capacity to adapt and evolve in their processes of gathering and dynamic analysis of the facts.


    


    “The various State agencies and organizations (secret services, military intelligence, police, etc.) along with private ones will coordinate their activities in joint teams through federated actions”


    


    The risk of threats will increase, as will the hybrid aspect of situations of interest for intelligence activities. Along with the regular forces-irregular forces angle, a new real space-virtual space dimension will emerge.


    The availability of huge volumes of data and information, from multiple sources, will require new and powerful technological capabilities to evaluate and interpret it in a very short time, with the constant threat of deception. This will require greater efforts in training personnel to become capable of getting the most out of this information.


    Given that the risks and threats will be of a more diffuse nature, the various State agencies and organizations (secret services, military intelligence, police, etc.) along with private ones will coordinate their activities in joint teams through federated actions. Success will rest on the ability to fully exploit their respective specialties, coordinating their efforts.


    


    “State and non-State actors will be able to spread fake news on social media from anywhere on the planet, forcing intelligence services to act more and more in this domain”


    


    The tendency will be to reinforce and institutionalize dialogue between the different agencies and organizations responsible for providing intelligence, which, in this context, will have to be extraordinarily flexible, resilient, and capable of adapting and responding immediately to changes of any kind.


    Intellectual production capacity will grow exponentially in the private sphere, especially in business. So will “intelligence federations” that integrate public and private actors (“extended intelligence”).


    The combination of analysis and operational response capabilities will become increasingly important, blurring the divide between analysts and operatives.


    Intelligence services will increasingly turn their attention to the private domain of data and algorithms. The same will occur regarding the dissemination of disinformation for purposes such as the deception or manipulation of public opinion by State and non-State actors.


    The use of outer space by State actors and private companies will continue to increase, which, together with the miniaturization and increasing resolution of sensors, will make it difficult to hide infrastructures and activities of a sensitive or secret nature.


    In cyberspace, State and private actors and even individuals with lethal capabilities will increase their activity.


    The exponential growth of available information and its storage and processing capabilities will continue.


    The decision cycle will continue to shorten drastically, while the responsibility and capacity to decide what is sent and when it is sent to decision makers will be delegated to increasingly lower levels in the hierarchy, so as not to miss the window of opportunity.


    Therefore, the methods and procedures used in this regard will need to be reviewed and made more agile and effective, driving the development of new, powerful and highly technical tools, which will heighten the need for highly qualified personnel.


    Activity in outer space will be frenetic, involving State and private actors, which, together with the possibility of human beings spending unlimited time in this environment, will enable increased capabilities for observing the Earth, thanks to the foreseen advances in very high resolution multispectral sensors and smart satellites working in networks. The risk in this sphere will increase due to the increased activity of criminal and terrorist networks.


    Cyberspace will have become an area of conflict in which new threats and risks will constantly emerge. The concept of security will be dynamic and the derived security plans will need to be constantly reviewed, given the speed with which the threats and risks evolve.
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      	• Impact on security


      	


    


    Emerging powers, especially China, will be ever more present in areas in which there was previously no confrontation.


    In addition, the appearance of non-State actors with lethal capabilities will create a scenario in which the need to share will be increasingly necessary.


    This will force State intelligence services to align with companies and vice versa, since the economy will also become a conflict zone.


    Onlymajor powers or international organizations will be able to establish themselves in space with defensive-offensive capabilities. However this environment will become the focus of intelligence activities on the part of all actors, big and small.


    Extracting intelligence from the universe of data and information that is cyberspacea set of very complex networks in which huge volumes of assorted data and information flows at great speed will require highly specialized personnel with powerful state-of-the-art technological tools.


    Expanding urbanization will lead to possible conflicts developing in urban areas, where intelligence services will need to provide accurate information in real time on targets to avoid civilian casualties.


    State and non-State actors will be able to spread fake news on social media from anywhere on the planet, forcing intelligence services to act more and more in this domain. This, together with the cyberspace domain, will require greater specialization to combat terrorism, organized crime and ideological and religious fundamentalism.


    


    “In the West, a model of liquid society will gradually impose itself”


    


    The intelligence organizations of the European Union and NATO will continue to increase their internal and external cooperation, driven by the principle of the need to share, which will increment their capabilities, resilience and adaptation to risks and threats.


    Russia, the Maghreb and the Sahel will continue to be priority areas of interest. Agreements will be needed with the governments of these areas, where cyberthreats, terrorism and organized crime will continue to be key actors, in order to combat non-shared risks and threats effectively.


    Global and regional trends will have a similar impact at the national level, resulting in the urgent need for joint actions by the various intelligence services, endowed with personnel and training which allows them to keep up with technological advances. Intelligence procedures, as well as the different sub disciplines, will need to evolve quickly and efficiently to face new challenges.


    National security will become a comprehensive concept, which will require the constant remodelling of specific intelligence plans for each different dimension.


    


    
      
        
      

      
        
          	
            


            “The various State and private agencies and organizations will coordinate their activities in joint teams of highly specialized personnel, blurring the divide between analysts and operatives. Increasing attention will be paid to the dissemination of disinformation, which together with the exponential growth of available information, will require powerful technological capabilities to sift through it, while decision-making powers will be delegated to ever lower levels of the hierarchy”
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      	• Definition and relevance


      	


    


    One of the characteristics of technological progress is that new technologies are by nature disruptive, so we must prepare ourselves for a future that is radically different to the present. New technologies are driving changes at all levels: in people, societies and States, irrevocably affecting relationships between them and, therefore, also affecting stability and security.


    One of the main reasons for this complex process of evolution and change is the exponential growth of information and communications technology (ICT) which, due to its continuous technological progress, modulates society by driving it to constantly and relentlessly transform and adapt, not always successfully. Therefore, the line that separates technology and communications media is becoming increasingly narrow.


    This development, together with advances in robotics, energy efficiency technology (including nuclear fusion energy), new materials, nanotechnology, bionic engineering, biometric systems, medicine and food, anticipate a future that will be full of great opportunities and surprising disruptive innovations.


    Moreover, those same technological innovations will facilitate the progressive empowerment of emerging revisionist powers and of criminal and terrorist networks that could generate a new and growing complex system of tensions, instabilities and threats.


    



    
      	• Evolution over time


      	


    


    Technological progress will continue to accelerate with an ecosystem of applications, computers, networks and systems which will mutually benefit from their respective innovations, in a growing, interactive and dynamic spiral.


    An example of this is what is known as the “internet of things”, which will interconnect all the elements in cyberspace: humans with humans, humans with objects and objects with each other. This technology will allow all those who are on the same network (humans and objects) to autonomously exchange information and perform actions using the data received.


    On the back of this, both driving and being driven by it, will be Big Data the storing of large amounts of data for further processingwhich will lead to the development of powerful systems for the analysis and monitoring of this data.


    Another important area will be AI, which will make intelligent devices progressively more intuitive, effective and able to learn better and faster. AI will especially affect progress in robotics.


    Progress will continue in energy efficiency technologies, which will lead to gradual improvements in the autonomy of all types of devices and equipment, which as a result will also become smaller and lighter. Transport vehicles, robots and drones, among other things, will benefit from these advances in the land, maritime (surface and submarine), aviation and space sectors


    


    “Robotics will increasingly influence the way of life of people and, therefore, societies”


    


    Driven by the above, and benefiting in turn, nanotechnology will continue to progress, making all kinds of equipment more efficient and powerful. The development of more powerful chips (which will double their capacity every two years) together with the progressive miniaturization of robotics, will drive this trend towards as yet unknown capabilities. Flexible screens, neurological chips that allow controlling devices with the mind and eyes, majority access to virtual reality, expansion of holographic advertising or 360o vision devices are just a sample of the infinite possibilities.


    Robotics, which integrates many of the technologies mentioned above, will increasingly influence the way of life of people and, therefore, societies. The use of robotics will become widespread, from a myriad of homemade systems to military applications of all kinds, including mechanization in industry.


    As the use of AI increases the autonomy of robots and their decision-making capacity, legal and regulatory frameworks will be required to regulate the interaction between humans and robots, as well as between robots themselves, at an international, regional, national and local level, and perhaps even in the private domain. This will in turn cause ethical and moral dilemmas.


    At the same time there will be a material revolution involving new materials, such as graphene, which, besides being a good conductor, is two hundred times more resistant than steel and significantly lighter. This will allow more resistant and lighter means of transport, greatly reducing consumption and increasing autonomy, as well as making fibre optic cables hundreds of times faster than they are today.


    The appearance of new smart materials will provide an enormous variety of resources for an infinity of applications that will mark the future of humanity, such as transport, equipment, space exploration, quantum computing, medicine or the better harnessing of renewable energy, to name but a few.


    Advances in computing could provide the most dramatic changes. It is expected that by 2030 the “singularity” will exist, that is, a computer that is superior to the human brain. By 2050, a single computer could outperform the combined brain power of every human being, known as “the singularity of the singularity.”
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    If this were to occur, our future relationship with computers will be unpredictable.


    These innovations will endow us with capabilities such as immediate automatic translation, allowing us to speak in the local language anywhere in the world; 3D imaging; space missions to planets and asteroids to extract their resources, together with a greater knowledge of the universe, and the emergence of a hyperconnected society, which will create challenges, advantages, tensions and threats.


    There will be further advances in medicine, with major progress in the field of bionic engineering using nanotechnology at the cellular level (developing increasingly efficient methods for the detection and treatment of diseases), and of sensorized or smart fabrics, that will inform us of our health and allow the monitoring of our medical history through the genome itself. There will also be advances in neural coding, the development of telepathic communication and the slowing down of the human metabolism, which will be a major step forward for future space travel. Telemedicine and virtual medical attention will be one of the main trends in the coming decades. Robotics will progressively replace human intervention and the use of drones will allow health services to respond more quickly.


    


    “The juxtaposition of technological advances will act as a cumulative exponential driver that will lead to the emergence of innovations at an increasingly accelerated rate”


    


    Progress will be made in the field of food and utilization of food resources thanks to genetic modification techniques. The efficiency and resilience of livestock will also improve, with a positive impact on food security. Especially significant will be advances in technologies that increase the availability of water resources.


    



    
      	• Impact on security


      	


    


    The juxtaposition of technological advances will act as a cumulative exponential driver that will lead to the emergence of innovations at an increasingly accelerated rate. This will require the constant and escalating need for state-of-the-art capabilities, leading to a high rate of equipment and material obsolescence.


    This trend will also require highly qualified personnel with a growing capacity for self-training, able to keep pace with developments in a universe of interdependent technologies which will become increasingly effective, faster and more lethal.


    ICT, alongside globalization, will enable access for the entire planet, thus exerting an influence on a global scale. This ability to influence will be positive in many areas, but when used by revisionist powers, terrorism and organized crime, taking advantage of the enormous variety of available technologies (encrypted communications, robotics, or drones) the scope of their threat will significantly increase.


    Information warfare, based on the use of these various technologies, will become more real and crucial. Likewise, cyberspace and outer space will gradually become highly technified conflict arenas, with their own dynamics, which in some cases will become more crucial than traditional land, sea and air domains.


    Along the same lines, robotic weapons systems will play an increasingly important role, with increasing autonomous decision-making capabilities and miniaturization, so they will be available not only to State powers, but also to terrorist organizations, criminals and radical movements.


    In addition, advances in AI will allow swarming, with an increasing capacity for saturating both security and defence systems. This will cause both domains to become increasingly interdependent.


    Advances in miniaturization and nanotechnology will potentially enable the empowerment of isolated individuals who, equipped with the necessary knowledge, could carry out lethal actions with potentially destabilizing effects at the social and international levels.


    Therefore, both companies and public bodies, especially Security and Defence Forces, will need to place more importance on their technological surveillance systems.


    Technological progress will be an increasingly determining factor for economic growth and the development of societies (the growth rate of the digital economy is seven times higher than the rest of the economy), since the security that protects them will be highly dependent on the technological capabilities of States and regional organizations.


    Advances in biometric systems will increase the capacity to control access to critical systems and facilities, border controls, etc. The development of this type of technology will gradually allow its widespread use and implementation in all types of media.
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    Technological advances will enable greater control over subordinate levels achieving greater precision and efficiency in operations, by optimizing the number of people and types of weapons required, aided by systems that can be operated from several thousand kilometres away.


    These same advances will reduce human vulnerability through the use of smart fabrics and materials that will lighten body armour, complemented by a variety of sensors and portable weapons systems, blurring the divide between human and robot soldiers.


    


    “Information warfare, based on the use of these various technologies, will become more real and crucial”


    It is not unrealistic to think of a future scenario where machines and humans control one another in a war against an enemy which is also made up of machines and humans and where the trend is for the latter to gradually disappear from the battlefield.


    European security will depend on its ability to keep pace with new technologies, which at the moment is not guaranteed, since it will require every country to cooperate in an effort to put European industry on a par with the major powers in terms of research, development and innovation.


    Therefore, the main risk to Europe is that it will become progressively more dependent on foreign technology. Both NATO and the European Union are striving to create the channels that facilitate technological progress, which, if successful, will have a positive impact on security and defence.


    In the Maghreb, Morocco stands out with one of the highest rates of economic development. It continues to strengthen its position as the African leader in many areas such as renewable energy, which it hopes will cover 40% of its needs by 2020. It is also the leading country in North Africa and the fourth on the continent in ICT adoption, with an exponential growth of around 9% per year.


    The Sahel’s chronic lack of economic resources and infrastructures will hinder its adoption of new technologies, preventing the region from being the source of threats, but making it very vulnerable to them. This fragility makes it a possible platform from which these technologies could be used by terrorist organizations, criminals, radical movements and even individuals.


    Spain, rooted in NATO and the EU, will follow the evolution of both organizations, which are reinforcing their resilience to threats emerging as a result of technological advances. Participation in regional cooperation initiatives will be decisive in ensuring that the pace of national technological progress does not drop.


    The increasingly frenetic progress of technological evolution will call for an ever greater interdependence of the Armed Forces with State Security Forces, as well as for their personnel to be trained and technically specialized in an ever wider range of disciplines.


    


    
      
        
      

      
        
          	
            


            “Technological progress will be an increasingly determining factor for economic growth and the development of societies, since the security that protects them will be highly dependent on the technological capabilities of States and regional organizations”
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      	• Definition and relevance


      	


    


    The Armed Forces stand on the threshold of a new era that will determine their method of combat, their operating environments, the characteristics of their makeup and, even, the concepts of conflict and security of States and societies themselves.


    Due to their significance, the trends affecting the Armed Forces will have an impact on the operational, technological, human and budgetary aspects that will define their structure, characteristics, methods of deployment and future action scenarios.


    



    
      	• Evolution over time


      	


    


     The world will be multipolar and will be dominated militarily by China and the United States.


    Two major powers, China and the United States and, to a lesser extent, Russia, India and a militarily integrated European Union, as the case may be, will be capable of carrying out the full spectrum of military operations. Other powers will be more limited depending on their national power or level of ambition. They will likely orbit around the great powers in a world that will tend towards an unbalanced and multipolar model dominated by the United States and China. The latter will no longer be an emerging power and will battle for supremacy in world affairs.


     Wars will become increasingly hybrid, more urban and take place in the grey zone.


    In the coming years, wars will be increasingly hybrid, with a combination of conventional and unconventional operations, cyberwarfare and information actions, and will primarily take place in the grey zone, where the action of governments is limited or simply non-existent. Operating in these environments will be the norm for the armed forces.


    Wars will also be much more urban and will take place increasingly in megacities with populations of more than 10 million inhabitants. Adversaries will try to attack conventional armies in cities where they have an advantage, not in open fields or deserts.
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    “Wars will become increasingly hybrid, more urban and take place in the grey zone”


    



    
Urban warfare will become the main form of the combat. However, wars will only be won by dominating the great empty spaces that surround these environments. Manoeuvers will still be necessary.


    - It will be possible to win wars before military operations begin.


    Actions to influence both public opinion, at home and abroad, and the Armed Forces will be crucial. Armies of trolls spreading false news and disinformation, along with heavy traffic on social media conveniently employed to overwhelm public opinion, will make it impossible to permanently and expertly inform societies about conflicts. Therefore, it will be possible to win wars before military operations begin. Influencing actions will also hinder the ability of armies to obtain and maintain an accurate, up-to-date and contextual understanding of the intelligence at every moment. In the worst case scenario, armies will be unable to control their information environment.


    -The cyberwar will be the first war that needs to be won.


    The war on the internet will be a key aspect of the battlefield and will involve cyberattack exchanges with the enemy’s computers. The importance of protecting technology will make cyberwarfare fundamental in any conflict. It is not a facet of war, but a war in itself waged on a permanent basis and in which there is no state of peace. No modern army will operate offensively without having won the cybernetic dimension.


    Armies with better trained personnel in new technological environments will have an advantage. In this field, the technological powers such as China and the United States, and perhaps India and Russia, will be better positioned. The majority of future know-how will be concentrated in their hands. Other regions, such as Europe, risk falling behind if they experience an increased loss of crucial technological skills.


    -The technological advantages of States will disappear.


    The exponential speed at which information technology advances will make it impossible for the Armed Forces to assume that they will have the best computers, drones or computer systems in the battlefield of the future. Military equipment and systems will become smaller, cheaper and more widely available, and it will be common to have operational structures consisting of swarms of drones, automated tank battalions or fleets that operate autonomously.


    - Conflict will increase. The distinction between war and peace will become blurred. Security will be one sole dimension.


    Technological globalization will mean an increase in conflict, given that it will allow different actors greater access to technology. Small groups, and even individuals, with easy access to the technologies that govern cyberspace, nuclear, biological, radiological and chemical weapons of mass destruction, will become extreme threats capable of changing the security environment and redefining the conditions for resolving conflicts. Lone wolves and small cells will be able to compete with today’s States in terms of levels of violence. As the technological advantages of States disappear, the distinction between war and peace will become blurred, as will the internal and external dimension of security, which will become one sole dimension.


    - In an n-block war, AI will manage the complexity of the data universe.


    Armies will fight in n-block wars, where they will interact with their environment like a system of systems formed by layers or domains that interrelate with each other in a complex and disorderly way. The success of an army and the factor differentiating one from another will depend on its ability to manage the complexity of the data universe. The key to doing so will be the mass use of artificial intelligence and robotics, which will allow greater human-machine interaction. Robots will have software that enables them to understand, manage and act of their own accord. And what’s more, robots will think faster and better than humans.


    


    “The cyberwar will be the first war that needs to be won”


    


    - The Armed Forces will be organized into small teams that will fight in all areas of the war.


    Future enemies will not think, fight or share our values, motivations and goals, but they will be able to act as lethally as us and in multiple domains (land, sea, air, space and cyberspace). Our response will require much a more agile Armed Forces, organized in small teams capable of fighting like the large units of today and to do so both symmetrically and asymmetrically, in all areas and in all modes of war.


    - Every soldier will be a strategic corporal.


    During operations, every soldier will be a strategic corporal acquiring, transmitting and processing information in real time with the aid of technology. The software will exist on the network and with it all that is necessary for decision making, from procedures to operations orders. By increasing intelligence levels and multiplying the speed of information with which armies work, decisions will be made almost immediately, which will allow operations to be faster, simpler and more lethal.


     AI and robotics will allow more horizontal operational structures.


    AI and robotics will exponentially increase management capacity. Ordinary activities and military operations may be more complex, but they will be carried out with more horizontal operational structures. The spheres of control at each level of command will increase, since decision makers will be able to manage a greater number of subordinates. Robots endowed with AI will learn to learn. Lessons will be absorbed immediately and, similarly, introduced in military processes, even during operations. These will be modified on the fly, in a real-time uninterrupted feedback loop.


     Soldiers will see through the fog of war.


    Advances in biometric science will allow soldiers to fight with weapons with which they interact without interruption. Advances in nanotechnology will allow new health management models for armies. Nanochips will be able to continuously analyze the fluids and even the mood of the combatants. Hybrid decision management systems (humans and robots) will know the state of forces and their operational capacity at all times. It will be possible to modify the behavioural parameters of combatants.


    


    “The distinction between war and peace will become blurred.


    Security will be one sole dimension”


    


    Hypervision, sense enhancing systems, will enable seeing and capturing things beyond what is conventional. It will be possible to acquire all the necessary information and use it to improve learning. Military leaders will know what is happening on the other side of the hill at all times, and they will be able to feel the battlefield.


    The fog of war will dissipate dramatically.


     Processes will be moved to where the data is produced.


    Military equipment will be supplied with an increasing number of sensors that will function as neural networks capable of reading data in real time and automatically activating responses. These will be applied, for example, in drones capable of capturing-processing-responding automatically depending on the information provided by the environment.


     The internet of things will simplify logistics management. Equipment will be more robust.


    The internet of things will simplify logistics management, which will be completely automated.


    The speed of logistics management only be restricted by the physical limits of nanotechnology (if a wheel is punctured, the logistics system will detect it and automatically manage its repair).


    Logistics and personnel management systems will be completely unified and controlled by multi-domain capabilities. All procedures will be executed immediately. Only extraordinary management decisions (for example, the appointment of a commanding officer) that have a strong subjective element will require human intervention.


    The dependence on technology will require the systems to be more rugged so that they are robust and reliable at all times and under any climatic or operational condition.
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     Technology will make up for demographics. Robots will storm the trenches.


    Technological advances in robotics and AI will make up for the lack of manpower in the Armed Forces due to the ageing of the population. Societies with few young people will be willing to take on more risks given that a good part of these will fall on robotized systems.


    


    “Technology will make up for demographics. Robots will storm the trenches”


    


    Technology will act as a compensator for demographics. Consequently, it will be easier to accept “boots on the ground”. In the wars of the future, the first thing to storm a trench will be a robot.


    Therefore, the armies and navies of the 21st century will be much smaller, more professional and highly technified, with more value placed on the ability to handle extremely complex and robotized weapons systems, which will have gradually replaced the mass armies of the 20th century.


     Algorithms will be the leaders.


    AI and robotics will change the concept of leadership. In routine processes, decisions will ordinarily be taken by robots (“my boss will be an algorithm”), although the critical decision-making processes will remain in human hands. The science of war will be automated while the art of war will continue to have a human tangent.


     Social media will be hybrid and will pose new moral dilemmas.


    Social media will play a fundamental role in how armies behave and these will be a hybrid of humans and non-humans. Ethical dilemmas will increase. We will have to resolve operational questions such as: What command relationships will exist with the robots? Can a robot negotiate in your name? Can it make critical decisions that affect the security of a State or the outcome of an operation? The same will happen with moral dilemmas: Who shoots, who decides?


     More will be spent on guns and less on butter.


    Lower population growth, accompanied by the per capita income increases of more developed countries will widen the gap between rich and poor countries and increase geopolitical risks.


    This in turn will lead to greater defence requirements and consequently more instability. At the same time, the ageing populations of most countries will require a significant increase in social spending. The greater demand for social, security and defence expenditure will increase financial imbalances in terms of deficit and debt.


    In addition, an increase in conflicts and greater demands for security will lead to the increase of international defence budgets over the coming years, which will stabilize with small variations in the very long term.
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    This process will also happen in Spain, with an important sustained growth for almost a decade and a certain stability subsequently.


    


    “The defence budgets of States will increase significantly in the coming years and eventually stabilize in the long term”


    


    The European Union will continue its glorious decline and its geopolitical, and consequently military, influence will progressively wane. Its military ambition will be limited to achieving stability in its immediate environment and its military interventions will focus primarily on Africa and, occasionally, on the Middle East.


    European Union member States will militarily integrate their structures, procedures, action scenarios and financing.


    The Armed Forces in Europe will have the most advanced technologies and will be capable of carrying out the full spectrum of military operations, act in volatile environments, change when circumstances demand and do so more quickly than the enemy.


    If this is not achieved (black swan), the European Union will disappear or, at best, will become a militarily irrelevant organization. Europe will be limited to serving the interests of other powers.


    The defence budgets of States will increase significantly in the coming years and eventually stabilize in the long term.


    The EU will have a common budget for its security and defence policy that will increase progressively.


    The Spanish Armed Forces will be fully integrated into European supranational structures. Interoperability with the armies of other European countries will be achieved, enough to carry out complex military operations across the spectrum of the conflict.


    However, the Spanish Armed Forces will continue to guarantee national security over any fait accompli policy for which a lone response is required. Deterrence against potential threats will continue to be based on the degree of power, including military. Spain’s capabilities must enable it to carry out autonomous actions.


    The Armed Forces will play a greater role in the global fight against terrorism, as well as in the face of threats that are not strictly military, such as drug trafficking, organized crime or cybercrime.


    They will also increasingly participate in emergency situations caused by natural or human catastrophes and may contribute to certain civil administration tasks.


    Armies will become completely integrated, expeditionary forces working as part of a network, in a decentralized manner and with a far greater capacity to cope and adapt to different environments than they have today. There will be full unification at the strategic and operational levels and adequate integration at the tactical level.


    Recruitment will remain one of the weakest points of military policy. This will be determined by the level of national military ambition and the capacity of the Armed Forces to attract recruits and maintain them over time.


    


    “The Armed Forces will play a greater role in the global fight against terrorism, as well as in the face of threats that are not strictly military, such as drug trafficking, organized crime or cybercrime”


    


    Military operations which are exclusively national must be resolved quickly and forcefully, in the knowledge that there will not be significant reinforcements. Priority will be given to the acquisition of those materials and technical means that require less investment in personnel. However, technology will partially make up for demographics which by the year 2040 will have made its decline felt.


    Doctrine, organization, logistics and personnel management will have been unified. A joint culture will have been achieved that will allow the Armed Forces to be managed as a single structure. In short, there will have been a profound transformation that, by while guaranteeing their unique nature, will allow the Armed Forces to be managed as a whole, avoiding duplicities between different military structures. At the same time, the technology and the synergies obtained through the unification of structures will significantly reduce the personnel dedicated to leading and managing military force, reinforcing its operational nature.


    
      
        
      

      
        
          	
            


            “Technological globalization will mean an increase in conflict, given that it will allow different State and non-State actors greater access to technology. The armies and navies of the 21st century will be much smaller, more professional and highly technified, with more value placed on the ability to handle extremely complex and robotized weapons systems.
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